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This edition of NFPA 3000™, Standard for an Active Shoote1/ Hosti /,e l.!,vent Response (ASHER) Program, 
\vas prepared by the Technical Corrunittee on Cross Functional Emergency Preparedness and 
Response. It \vas issued by the Standards Council on March 15, 2020, with an effective date of April 4, 
2020, and supersedes all previous editions. 

This edition ofNFPA 3000 \vas approved as an American National Standard on April 4, 2020. 

Origin and Development of NFPA 3000 

The first edition of NFPA 3000 was published in 2018 as only the second provisional standard in 
the NFPA's history. At the time there was no consensus standa1·d for the components of a 
multidisciplinary program for preparedness, response, and recovery to active shooter and/or hostile 
events. In October of 2016 the NFPA received a new project request for the development of the 
standard, which \vas submitted by Chief Otto Drozd of Orange County Fire and Rescue in Florida on 
behalf of the International Association of Fire Chiefs. Orange County was one of the departments 
that responded to the Pulse nightclub shooting in 2016 in which 49 people were killed and an 
additional 58 physically irtjured. 

Over the next 3 months, 103 committee applications and over 100 comments (97 percent 
supportive) were submitted supporting the development of the standard. In April 2017, the NFPA 
Standards Council formed the Technical Committee on Cross Functional Emergency Prepa1·edness 
and Response. This group was made up of a wide swath of representatives from the fire service, law 
enforcement, EMS, emergency, management, higher education, and facility management. In 
addition to the committee representatives and organizations, there were also several guests and 
organizations who, while not committee members, were contributors and participants in the 
development of the document. Jeffrey Sarnacki, M. Scott Taylor, Brian Murphy, John Curnutt, Peter 
Blair, Dr. Kathryn Floyd, and J. Scott Quirarte contributed significantly to the development of the 
document and participated in every meeting. Also the National Lodge of tl1e Fraternal Order of 
Police, the National Institute for Standards and Technology, the National Highway Traffic Safety 
Administration Office of Eme1·gency Medical Se1·vices, the National Sheriff's Association, the 
Advanced Law Enforcement Rapid Response Training Centet� the International Association of 
College Law Enforcement Administrators, and the International Public Safety Association sent 
representatives to each meeting and assisted in the development. 

In November 2017, the committee petitioned the Standards Council to expedite the development 
and release of NFPA 3000. They cited the increased frequency and severity of active shooter/hostile 
events since 1999 and the lack of a standard p1·ogram. At the time there \vaS an abundance of 
guidance material but no accredited consensus standard. In April 2018, the Standards Council 
released the first edition of NFPA 3000™ (PS), Standa rd for an Active Shootei/Hostile l.!,vent Response 
(ASHER) Program. 

The 2021 edition ofNFPA 3000 marks the first time that the standard has gone through a full 
NFPA document revision cycle. The development of this edition included a complete review and 
revisions of the entire content of tl1e docwnent by a technical conunittee that swelled to over 
70 members. NFPA 3000 remains tl1e first and only consensus standard that provides information for 
a community's efforts to prepare for, respond to, and recover from a potential active shooter/hostile 
event. In just 2 years, the standard's revisions reflect a rapidly growing and changing methodology 
around these types of events. 

As an example, the term for reunification and family assistance center s has changed to notification and 
incident as sistance center s. This reflects directly on lessons learned from ASHER incidents that 
occurred during the development and after the release of the 2018 edition ofNFPA 3000. The new 
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terminology is designed to be more inclusive so that loved ones and those who are vicarious victims - not only blood relatives 
- can feel empowered to seek services and information after an event. Also, the terminology is designed to create a m0t·e 
accurate sense of services provided rather than give a false sense of hope to someone who is seeking reunification where that 
may not be an option. 

In an effon to continue to promote collaboration and whole-community participation, additional annual exercise 
requirements have been added to the chapter for responder training to match the chapters for at-risk facilities and health care. 
Other sections of the standard have been revised for grammar and to better inform the user of the intent of the technical 
committee. 
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NOTE: Membership on a committee shall not in and of itself constitute an endorsement of 
the Association or any document developed by the committee on which the member serves. 

Committee Scope: This Committee shall have primary responsibility for documents relating 
to the preparedness, planning, and response to cross-ti.rnctional, multidiscipline, and cross
coordinated emergency events that are not already established by the NFPA. T his includes all 
documents that establish crite.-ia for the professional qualifications of those who are 
responsible for preparation, planning, exercising, and responding to cross-functional, cross
jurisdictional events. 
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IMPORTANT NOTE: This NFPA document is made available for 
use subject to important notias and legal disclaimers. These notices 
and disclaimers appear in all publications conta·ining this document 
and may be found under the heading "Importmit Notices and 
Disclaimers Concerning NFPA Standards." They can also be vi.ewed 
at www.n.JPa.org! disclaimers or obtained on request from NFPA. 

UPDATES, ALERTS, AND FUTURE EDITIONS: New editions of 
NFPA codes, standards, recommended practices, and guides (i.e., 
NFPA Standards) are released on scheduled revision cycles. This 
edition may be superseded by a later one, or it may be a.mended 
outside of its scheduled revision cycle through the issuance of Tenta
tive Interim Amendments (TIAs). An official NFPA Standard at any 
point in time consists of the current edition of the document, together 
with all TIAs and Errata in effect. To verifY th.at this document is the 
current edition or to determine if it has been amended by TIAs or 
Erra.ta, please consult the National Fire Codes® Subscription Servia 
or the "List of NFPA Codes & Standards" at www.nfpa.org/ docinfo. 
In addition to TIAs and Errata, the document information pages alm 
include the option to sign up for alerts for individual documents and 
to be involved in the development of the next edition. 

NOTICE: An asterisk (*) following the number 01- letter 
designating a paragraph indicates d1at explanatory material on 
the paragraph can be found in Annex A. 

A reference in brackets r l following a section or paragraph 
indicates material mat has been exu-acted from anomer NFPA 
document. Exu-acted text may be edited for consistency and 
style and may include the revision of internal paragraph refer
ences and oilier references as appropriate. Requests for inter
pretations or revisions of extracted text shall be sent to the 
technical committee responsible for the source document. 

Information on referenced and exu-acted publications can 
be found in Chapter 2 and Annex D. 

Chapter 1 Administration 

1.1 Scope. The scope of mis standard is limited to me neces
sary functions and actions related to preparedness, response, 
and recovery from an active shooter /hostile event response 
(ASHER). 

1.2 Purpose. The purpose of d1 is standard is to identify the 
program elements necessary to develop, plan, coordinate, eval
uate, revise, and sustain an ASHER program. 

1.2.1 Determining specific policies, tactics, and protocols shall 
be me responsibility of me authority having jurisdiction (AHJ). 

1.3 Equivalency. Nothing in this standa1-d is intended to 
prevent me use of systems, memods, or devices of equivalent or 
superior quality, su-engd1, resistance, effectiveness, durability, 
and safety over mose prescribed by this standard. 

1.3.1 Technical documentation shall be submitted to me AHJ 
to demonstrate equivalency. 

1.4* Application. This standard applies to any community, 
AH], facility, or member of any organization mat prepares for, 
responds to, or assists in recovery from active shooter/hostile 
events (ASHE). 

1.4.1 * Portions of mis standard might not be applicable to 
every jurisdiction or entity applying the standard, depending 
on their scope of responsibilities. 

1.4.2* This standard does not apply to the prevention of an 
ASHE incident. 

Chapter 2 Referenced Publications 

2.1 General. The documents or portions mereof listed in mis 
chapte1- are 1-eferenced within mis standa1-d and shall be 
considered part of the require men t5 of this document. 

2.2 NFPA Publications. National Fire Protection Association, 
1 Batterymarch Park, Quincy, MA 02169-7471. 

NFPA 72®, National Fi.re Ala rm and Signaling Code ®, 2019 
edition. 

NFPA 101®, Life Safety Code ®, 2021 edition. 

NFPA 472, Standa rd for Competence of Responder s to Haza rdo us 
Materials/Weapons of Mass Destruction Incidents, 2018 edition. 

NFPA 473, Standa rd for Competencies for EMS Personnel Respond
ing to Hazar dous Materials/Weapons of Mass Destruction incidents, 
2018 edition. 

NFPA 1061, Standa rd for Public Safet j• Telecommunications 
Personnel Professional Quali fications, 2018 edition. 

NFPA 1221, Standa rd for the installation, Maintenance, and Use 
of Emergency Services Communications S yste ms, 2019 edition. 

NFPA 1500™, Standa rd on Fire Department Occupational Safety, 
Health, and Wellness Program, 2020 edition. 

NFPA 1561, Standard on E rne 1gency Services incident Manage
ment S ystem and Command Safety, 2020 edition. 

NFPA 1710, Standard for the O rganization and Depl oyment of Fi.re 
Suppression Operations, Em ergen cy Medical Operations, and Special 
operations to the Public by Career Fi.re D epartments, 2020 edition. 

NFPA 1720, Standard for the O rganization and Depl oyment of Fire 
S upfTression operations, Eme rgency Medical Operations, and Special 
operations to the Public by Volunt eer Fire Departments, 2020 edition. 

2.3 Other Publications. 

APCO/NENA 2.105.1-2017, NG9-J-1 Eme1gency incident Data 
Document (EDD), National Emergency Number Association, 
2017. 

C-TECC Tactical Emergency Casualty Care (TECC) Tactical 
Eme1gen cy Casualty Care (TECC) Guidelines for First Responders with 
a Duty toAct, 2017. 

C-TECC Tactical Emergency Casualty Care (TECC) Tactical 
Emergency Casualty Care (TECC) Guidelines for BLS/ALS Medical 
Provider s, 2017. 

DOT 1'.mergency Response Guidebook, 2016. 

Merriam-Webster's Col legiate Dictionary, 11th edition, Merriam
Webster, Inc., Springfield, MA, 2003. 
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National Institute of Justice (NIJ) Guide-0101.06, Selection 
and A pplication Guide to Ball istic-Resistant Body A rmor for Law 
Enforcement, C orrections and Public Safety. 

National Instinite of Justice (NIJ) Standard-0101.06, Balli5tic 
Resistance of Body Armor. 

NENA-STA-004.1-2014, Next Generation United States Civic 
Location Data Exchange Format (CL DXF), National Emergency 
Number Association, 2014. 

NENA-STA-012.2-2017, NG9-J-1 Additional Data Standard, 
National Emergency Number Association, 2017. 

2.4 References for Extracts i n  Mandatory Sections. 

NFPA 101®, Life Safety Cod i', 2018 edition. 

NFPA 731, Standard for the Installation of Bectronic Premises 
Securi ty Syste ms, 2017 edition. 

NFPA 1221, Standa rd far the Installation, Maintenance, and Use 
of E'me1gency Services C ammunications Systems, 2019 edition. 

NFPA 160rJID, Standa rd on Continuity, Em e1gency, and Crisis 
Management, 2019 edition. 

Chapter 3 Definitions 

3.1 General. The definitions contained in this chapter apply 
to the te1·ms used in this standard. Where terms are not 
defined in this chapter or within another chapter, they should 
be defined using their ordinarily accepted meanings within the 
context in which they are used. Merriam-Webster 's Col leg iate 
Dictionary, 11th edition, should be used as the source for the 
ordinarily accepted meaning. 

3.2 NFPA Official Definitions. 

3.2.1 * Approved. Acceptable to the authority having jurisdic
tion. 

3.2.2* Authority Having Jurisdiction (AHJ). An organization, 
office, or individual responsible for enforcing the requirements 
of a code or standard, or for approving equipment, materials, 
an installation, or a procedure. 

3.2.3* Listed. Equipment, materials, or services included in a 
list published by an organization that is acceptable to the 
authority having jurisdiction and concerned with evaluation of 
products or services, that maintains periodic inspection of 
production of listed equipment or materials or periodic evalua
tion of se1·vices, and whose listing states that either d1e equip
ment, material, or service meets appropriate designated 
standards or has been tested and found suitable for a specified 
purpose. 

3.2.4 Shall. Indicates a mandatory requirement. 

3.2.5 Should. Indicates a recommendation or that which is 
advised but not required. 

3.2.6 Standard. An NFPA Standard, the main text of which 
contains only mandato1y provisions using the word "shall" to 
indicate l·equirements and that is in a form generally suitable 
for mandatory reference by another standard or code or for 
adoption into law. Non-mandatory provisions are not to be 
considered a part of the requirements of a standard and shall 
be located in an appendix, annex, footnote, informational 
note, or other means as permitted in the NFPA Manuals of 
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Style. When used in a generic sense, such as in the phrase 
"standards development process" or "standards development 
activities," the term "standards" includes all NFPA Standards, 
including Codes, Standards, Recommended Practices, and 
Guides. 

3.3 General Definitions. 

3.3.1 Access and Functional Needs (AFN). Persons requiring 
special accommodations because of health, social, economic, 
or language challenges. [1600, 2019) 

3.3.2* Active Assailant(s) (AA). One or more individuals 
actively engaged in harming, killing, or attempting to kill 
people in a populated area by means other than the use of fire
arms. 

3.3.3 Active Shooter(s) (AS). One or mo1·e individuals actively 
engaged in harming, killing, or attempting to kill people in a 
populated area by the use of firearm(s). 

3.3.4 Active Shooter/Hostile Event (ASHE). An incident 
involving one or more individuals who are or have been 
actively engaged in harming, killing, or attempting to kill 
people in a populated area by means such as firearn1s, explo
sives, toxic substances, vehicles, edged weapons, fire, or a 
com bi nation thereof. 

3.3.5 Active Shooter/Hostile Event Response (ASHER). A 
response to an ASHE incident. 

3.3.6 Active Shooter/Hostile Event Response (ASHER) 
Program. A community-ba�ed approach to preparedness, miti
gation, response, and recove1y from an ASHER incident, 
including public and private partnerships, emergency manage
ment, the medical community, emergency responders, and the 
public. 

3.3.7* After Action Report (AAR). A comprehensive docu
ment to be completed following a review of a planned or spon
taneous operation to include the actions taken (or failures to 
act and omissions) by personnel and involved individuals, 
mission 1-esults, and any pertinent and relevant information 
related to same operation, including lessons learned and any 
identified training recommendations. 

3.3.8* Associated Off-Site Operations. Areas of operations 
d1at are directly related to d1e management of the incident but 
are outside the secured incident perimeter. 

3.3.9* Ballistic Protective Equipment (BPE). An item of 
personal protective equipment (PPE) intended to protect the 
wearer from threats that could include ballistic threats, stab
bing, fragmentation, 01· blunt fo1·ce trauma. 

3.3.10* Building Sides. A method of identifying locations in 
and around a building or sn-ucture consistent with the National 
Incident Management System (NIMS). 

3.3.10.l Side A (Afpha). Side A, also known as Side Alpha, 
is normally the front or main entrance/access to the build
ing and usually the side bearing d1e building address. For 
buildings with an unusual side A, side A will be identified by 
the incident commander. 

3.3.10.2 Side B (Bravo). Side B, also known as Side Bravo, 
is the adjacent side of the building or strucnire clockwise 
from Side A. 
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3.3.10.3 Side C (Charlie). Side C, also known as Side Char
lie, is the adjacent side of the building or structure clockwise 
from Side B. Generally, this is the back of the building or 
structure. 

3.3.10.4 Side D (Delta). Side D, also known as Side Delta, is 
the adjacent side of the building or structure clockwise from 
Side C. 

3.3.11 Casualty. A victim who is physically injured 01- killed as 
a result of the incident. (See also 3.3. 65, Victim.) 

3.3.12* Casualty Collection Point (CCP). A temporary loca
tion used for the gathering, threat-based care, subsequent 
medical care, and evacuation of nearby casualties. 

3.3.13 Clear. A term used to describe the status of an environ
ment determined by law enforcement to have no active threat 
based on an initial assessment and might or might not be 
controlled by law enforcement. 

3.3.14 Communications Center. A building or portion of a 
building that is specifically configured for the primary purpose 
of providing emergency communications services or public 
safety answering point (PSAP) services to one or more public 
safety agencies under the authority or authorities having juris
diction. [1221, 20191 

3.3.15 Community Resiliency Center (CRC). A physical or 
virtual place of healing and support dedicated to serving as a 
resource and referral center for residents, visitors, and 
r·esponders affected by an ASHE incident. A CRC will also 
continue to provide ongoing services and assistance to directly 
or proximately harmed victims, family members, first respond
ers, and community members. 

3.3.16 Competence. Possessing knowledge, skills, and judg
ment needed to perform indicated objectives. 

3.3.17* Complex Coordinated Attack. Synchronized attacks 
conducted by one or more independent teams occurring at 
multiple locations sequentially or in close succession using 
multiple attackers and employing one or more weapon systems. 

3.3.18 Concealment. Hidden from observation. Anything that 
prevents direct observation from the threat. 

3.3.19 Consensus Standard. A standard that has been adop
ted and promulgated by a nationally recognized and accredited 
standards-producing organization under procedures whereby it 
can be determined that persons interested and affected by the 
scope or provisions of the standard have reached substantial 
agreement on its adoption, it  was formulated in a manner that 
afforded an opportunity fo1- diverse views to be considered, and 
it has been designated as such. 

3.3.20 Contact Team/Law Enforcement Entry Team. A team 
of law enfo1·cement office1·s tasked with locating the suspect(s) 
and stopping the threat. 

3.3.21 Containment. A law enforcement term that connotes 
the establishment of a perimete1- to conu-ol and isolate move
ment. 

3.3.22* Control Zones. The areas at ASHE incident5 within 
an established perimeter that are designated based upon safety 
and the degree of hazard. 

3.3.23 Coordination. The process of bringing individuals, 
stakeholders, and resources from different organizations 

together to work integrally and harmoniously in a common 
action 01- effort. 

3.3.24 Cover. Anything capable of physically protecting an 
individual from the threat(s), such as ballistic rounds and 
shrapnel. 

3.3.25 Emergency Operations Center (EOC). The physical or 
virtual location where the coordination of information and 
resources to support incident management (on-scene opera
tions) activities. 

3.3.26 Evaluate. The process of assessing or judging the effec
tiveness or need of an action or course of action within the 
training and capabilities of the emergency responder. 

3.3.27 Extraction Team/Litter Bearers. Personnel used to 
move the injured/uninjured to an a1·ea of safety. 

3.3.28 Family Assistance Center. See 3.3.35, Incident Assis
tance Center (IAC). 

3.3.29 Force Protection. Law enfo1-cement or armed security, 
as authorized by the Alij, providing armed protection of other 
responders to achieve tactical objectives. 

3.3.30* Functional Task Force (FTF). Separate from a rescue 
task force, this is any combination of resources, requiring force 
protection, assembled to meet a specific tactical need. An ITF 
can have objectives such as information gathering, breaching, 
utility control, managing building systems, fire conu·ol, and 
additional tasks as needed. 

3.3.31 Fusion Center. A focal point within the state, region, 
and/or major urban area for the receipt, analysis, gathering, 
and sharing of threat-related information between the federal 
government and state, local, u·ibal, territorial, and private 
sector partners. 

3.3.32* Hazardous Device. An object or tool incorporating 
destructive, lethal, noxious, energetic, or incendiary materials 
and designed to destroy, incapacitate, harass, or distract. 

3.3.33 Health Care Receiving Facilities. Locations that are in 
their normal course of business expected to receive ambulance 
and emergency patients. 

3.3.34 Hospital. A building or portion thereof used on a 
24-hour basis for the medical, psychiatric, obsteu·ical, or surgi
cal care of four or more inpatients. [101, 2018] 

3.3.35* fucident Assistance Center (IAC). A physical or virtual 
center where victims, family members, and loved ones can seek 
referrals and services for mental health counseling, health care, 
and child care; legal, travel, creditor, employee, and financial 
planning assistance; information on insmance benefits, IRS 
and tax policies, social security and disability; and other victim 
services established after the immediate recovery operations 
have taken place. The IAC is typically established following the 
closure of the notification center. 

3.3.36 Incident Command Post. A stationary work location 
used by the incident commander or a unified command for the 
purpose of command and control. 

3.3.37 Incident Command System (ICS). A specific compo
nent of an incident management system (IMS) designed to 
enable effective and efficient on-scene incident management 
by integrating organizational functions, tactical operations, 
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incident planning, incident logistics, and administrative tasks 
within a common organizational su-ucture. 

3.3.38 Incident Commander (IC). The individual, regardless 
of rank, responsible for all incident activities, including the 
development of su-ategies and tactics and the ordering and the 
release of resources. 

3.3.39 Incident Management System (IMS). A process that 
defines the roles and responsibilities to be assumed by person
nel and the operating procedures to be used in the manage
ment and direction of emergency operations to include the 
incident command system (JCS), unified command, multi
agency coordination system, u-aining, and management of 
resources. 

3.3.40* Individual First Aid Kit (IFAK). A component of the 
responder's personal protective equipment (PPE). 

3.3.41 Joint Information Center (JIC). A location used to 
coordinate critical emergency information, crisis communica
tions, and public affairs functions. This is also the central loca
tion that facilitates operation of the joint information system 
QIS). 

3.3.42 Joint Information System (JIS). The mechanism to 
organize, integrate, and coordinate information to ensure 
timely, accurate, accessible, and consistent messaging across 
multiple jurisdictions or disciplines, including private sector 
and nongovernment organizations. 

3.3.43* Loading Zone. One or more geographic locations 
where transport vehicles are available to load victims. 

3.3.44 Logistics. Coordination of a complex operation involv
ing many people, facilities, or supplies. 

3.3.45* Mutual Aid. When agencies and/or jurisdictions assist 
one another on request by furnishing personnel, equipment, 
and/or expertise in a specified manner. This is frequently 
based on previously agreed upon plans, memorandums of 
understanding, contracts, or agreements. 

3.3.46 National Incident Management System (NIMS). A 
comprehensive, national approach to incident management 
that is applicable at all jurisdictional levels and across func
tional disciplines. It is intended to be applicable across a full 
specu-um of potential incidents, hazards, and impacts, regard
less of size, location, or complexity; improve coordination and 
cooperation between public and private entities in a variety of 
incident management activities; and provide a common stand
ard for overall incident management. 

3.3.47* Notification Center. A secure facility in a centralized 
location that provides information about irtjured, missing, 
unaccounted for, or deceased persons and initial services for 
victims, family members, and designated points of contact. The 
notification center also helps displaced survivors, including 
children, to re-establish contact or be reunited with their family 
and friends after a period of separation. The notification 
center is not intended for the general public, media, or unaffi
liated individuals. 

3.3.48 Patient. A victim receiving medical evaluation and 
u-eatment, which can include physical and mental health serv
ices. 

3.3.49 Personal Protective Equipment (PPE). Equipment 
designed and approved to be worn for identified risk(s) to 
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minimize exposure to hazards that cause injuries and illnesses. 
PPE includes BPE. 

3.3.50 Plan. Typically any diagram or list of steps with details 
of timing and resources, used to achieve an objective to do 
something. It is commonly understood as a temporal set of 
intended actions through to achieve a goal. 

3.3.50.1 Emergency Action Plan (EAP). A document to facili
tate and organize employer and employee actions dtu-ing 
workplace emergencies. 

3.3.50.2 Emergency Operations Plan (EOP). A document that 
assigns responsibility to organizations and individuals, sets 
forth lines of authority and organizational relationships, 
describes how people and property are protected, identifies 
personnel, equipment, facilities, supplies, and other resow-
ces, and reconciles requirements with other jurisdictions. 
An EOP includes prevention, preparedness, response, miti
gation, and recovery functions. 

3.3.50.3 Incident Action Plan (IAP). A verbal plan, written 
plan, or combination of both that is updated throughout 
the incident and reflects the overall incident su-ategy, 
tactics, risk management, and member safety requirements 
approved by the incident commander. rl600, 20191 

3.3.51 Premises Security System. A system or portion of a 
combination system that consists of components and circuit5 
arranged to monitor or control activity at or access to a protec
ted premises. r731, 20171 

3.3.52* Public Access Trauma Kits. These kits are readily 
available to the public. They are designed to give the public 
access to medical supplies that can be U5ed to address p1-eventa
ble causes of death due to u·auma. 

3.3.53 Public Information Officer (PIO). An individual(s) 
who gathers, verifies, coordinates, and disseminates public 
information and enables effective communications with various 
target audiences. The PIO coordinates closely with unified 
command and theJIC duoughout the incident. 

3.3.54 Recovery. Continuity of services and support to restore 
the equilibrium and meet the needs of the whole community, 
affected businesses, and direct or proximate victims who have 
been physically, psychologically, or otherwise affected in d1e 
short- or long-term following the incident. 

3.3.55 Recovery Coordinator. A person designated fo1- incor
porating recovery and mitigation considerations into d1e early 
decision-making processes. The recovery coordinator monitors 
the impacts and 1-esult� of such decisions and evaluates the 
need for additional assistance and resources to enhance resil
iency. 

3.3.56 Risk Assessment. The process of identifying threats 
and hazards to life, property, operations, d1e environment, and 
entities, and the analysis of probabilities, vulnerabilities, and 
impacts. [1600, 2019] 

3.3.57 Scenario. A sequence or synopsis of actual or imagined 
events used in the field or classroom to provide information 
necessary to meet student competencies; can be based upon 
threat assessment. 

3.3.58* Secured. A location that is determined to have no 
continuing threat and is conu-olled by law enforcement. 
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3.3.59 Specialized Teams. A law enforcement unit or team 
1-esponsible for specialized tactics at high-risk incidents; also 
known as law enforcement special response team (SRT) or 
special weapons and tactics (SWAT). 

3.3.60* Threat-Based Care. Medical care provided as deter
mined by the hazard or risk present. 

3.3.61 Treatment Area. Location for the treatment of victims 
after exu-action and sorting, prior to loading for transport to 
definitive care. 

3.3.62 Triage. A continuous process of determining the prior
ity of casualty based upon the severity of their condition and 
resources available. 

3.3.63 Unified Command. An application of the ICS that 
allows all stakeholders with 1-esponsibility for an incident or 
planned event, either geographical or functional, to manage an 
incident or planned event by establishing a common set of inci
dent objectives and strategies. Depending on the needs of an 
ASHE incident, this consists of law enforcement, fire, EMS, a 
location representative, or others as dictated by the AI-ij and 
needs of the incident. 

3.3.64* Unified Command Post. The physical location where 
the primary tactical level, on-scene unified incident command 
functions are performed. 

3.3.65* Victim. Person (s), including responders, who are 
direcdy or proximately harmed by the incident as the result of 
a criminal offense. 

3.3.66* Victim Advocate. Professionals trained to directly 
assist victims and families with resources, in.formation, 
emotional support, and other services. 

3.3.67* Victim Navigator. Serves as d1e point of contact for 
victims and families impacted by ASHE incidents. 

3.3.68 Warm Zone Response Models. The models in 3.3.68.1 
through 3.3.68.4 represent four warm zone operational tactics 
that can be employed by an AI-ij for the purposes of integrated 
medical response to ASHE incidents. 

3.3.68.1 * Rescue Task Force (RTF). A team of law enforce
ment or armed security, as authorized by the AH], and any 
combination of fire and EMS personnel that provides 
threat-based care and victim extraction. This group moves 
within the warm zone. 

3.3.68.2 Proteded Island Operations. A w<u-m zone response 
concept in which law enforcement or armed security, as 
authorized by the AHJ, forms a secure perimeter around 
fire and EMS 1-esponders in order for them to provide 
threat-based care until extraction and egress is available. 

3.3.68.3 Proteded Corridor operatums. A warm zone 
1-esponse concept in which law enforcement 01- armed secur
ity, as authorized by the AH], forms a secure path through 
which fire and EMS responders provide threat-based care 
and extract victims. 

3.3.68.4 Law Enforcement/Armed Security Rescue. A warm 
zone response modality in which law enforcement officers 
or private security, if authorized by the AI-ij, form teams for 
the purpose of threat-based care and extraction of victims. 

3.3.69 Witness. A person who has information or evidence 
1-egarding an event or incident. 

3.3. 70 Witness Interview/Debrief Area. A location where 
individuals with knowledge of 01- involvement in the incident 
assemble for interviews. 

3.3.71 * Zones. Dynamic locations during an incident. 

3.3.71.1 * Hot Zone. An a1-ea where the1-e is a known hazard 
or direct and immediate Life d1reat. 

3.3.71.2* Wann 'Zone. An area where there is the potential 
for a hazard or an indirect tlu-eat to life. 

3.3.71.3* Cold 'Zone. Areas where there is little or no threat 
due to geographic distance from the threat or the area has 
been seem-eel by law enfo1-cement. 

Chapter 4 ASHER Program Development Process 

4.1 Administration. 

4.1.1 Scope. This chapter outlines the necessary components 
of an ASHER program. 

4.1.2 Purpose. This chapter provides organizations including 
AHJs and stakeholders with a framework for developing an 
ASHER program. 

4.2 ASHER Program Organizational Statement. The organiza
tion and/or jurisdiction shall maintain a documented policy 
that establishes the following: 

( 1) * Existence of the ASHER program 
(2) Services that the ASHER program will provide 
(3) List of ASHER program stakeholders 
(4) Functions that ASHER program stakeholders are expec

ted to perform 
(5) Risk assessment in accordance with Chapter 5 
(6) Planning and coordination in accordance with Chap-

ter 6 
(7) Resource management in accordance with Chapter 7 
(8) Unified command policies in accordance with Chapter 8 
(9) Facility preparedness in accordance witl1 Chapter 9 

(10) Financial management in accordance with Chapter 10 
(11) Pre-, during, and post-event communications procedures 

in accordance with Chapter 11 and 17 
(12) First responder and public training programs in accord

ance with Chapters 12, 13, and 15 
(13) Use of pei-sonal protective equipment (PPE) in accord

ance with Chapter 14 
(14) Public education in accordance with Chapter 16 
(15) Public Information, communications, and media rela

tions in accordance with Chapters 17 and 20 
(16) Continuity of operation in accordance with Chapter 18 
( 17) Hospital preparedness and response in acco1-dance with 

Chapter 19 
(18)* Recovery operations, including whole community, busi

ness continuity, victim services, and after action report
ing in accordance with Chapter 20 

Chapter 5 Risk Assessment 

5.1 Administration. 

5.1.l * Scope. 

5.1.1.1 This chapter applies to those responsible for organiz
ing, managing, and sustaining an ASHE preparedness, mitiga
tion, response, and recovery program. 
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5.1.1.2 The chapter provides requirements for assessing 
community and facility risks associated with an ASHE incident. 

5.1.2 Purpose. This chapter provides the requirements for 
conducting a community's and a facility's risk assessment, 
including hazard identification, vulnerability assessment, conse
quence identification, and risk analysis. 

5.1.2.l Risk assessment characterizes the likelihood of and the 
impact associated with an ASHE incident. 

5.1.2.2 Risk assessment influences all phases of an ASHER 
program: preparedness, mitigation, response, and recove1y 

5.2 At-Risk Locations. 

5.2.l * At-risk locations shall include places where ASHE inci
dents are capable of causing death, physical injury, psychologi
cal harm, property damage, environmental impact, 01- system 
disruptions. 

5.2.2* Any location shall be considered to be at risk for an 
ASHE incident. However, conducting a risk assessment shall 
help determine the level of risk for each specific location. 

5.2.2.l Consideration of at-risk locations or events shall 
include but shall not be limited to the following: 

( 1 )  Public gatherings 
(2) Places and events of national or local significance 
(3) The target of credible threats 

5.2.2.2 Consideration of the conditions and circumstances in 
proximity of the potential incident site shall include the follow
ing: 

( 1 )  Population demographics, including vulnerable groups 
and communities or neighborhoods 

(2)* Private and public property, including critical facilities, 
critical infrasu-uctures, and u·ansportation facilities and 
corridors 

(3)* Any positions that would provide a tactical advantage 
( 4) Environmental features or conditions 

5.3* Analyzing the Consequences of an Attack. The conse
quences of an attack shall be analyzed at each identified loca
tion within the organization/jurisdiction to include potential 
impact to human life, property loss, economic impact, and 
system disruptions. 

5.3.l Reviews of estimated outcomes shall include the follow
ing: 

( 1) Dimensions of the affected area, based on the type and 
scope of attack 

(2) Likely number and types of impacts within the affected 
area, including fatalities and injured individuals, environ
ment, property, and systems, based on d1e type and scope 
of attack 

(3) Likely physical, health, and safety hazards within the 
impacted and surrounding areas 

( 4) Likely outcomes within the area based on exposures 
within the areas of impact 

5.3.2 Cascading and Complex Coordinated Incidents. 

5.3.2.1 Cascading incidents and complex coordinated attacks 
shall compound the stresses placed on d1e response system as a 
whole and shall be considered when assessing risk. 
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5.3.2.2 When evaluating cascading incident potential, each 
location shall be viewed as an individual incident within the 
context of a larger event. 

5.4* Hazard/Risk Assessment (Probability I Consequence). 

5.4.l* Community Risk Assessment. Community risk assess
ment shall be conducted to determine the probability of an 
incident and the consequences of such an attack. 

5.4.1.l Consequences shall be determined by the evaluation 
of d1e assessed risks duration and nature of d1e event, property 
loss, personal injury or loss of life, psychological trauma, 
economic loss, intern.1ption of commerce, and environmental 
impact. 

5.4.1.2 These consequences shall be grouped into the follow
ing four categories: 

(1)  Human impacts (civilian and responder injuries, deaths, 
or psychological trauma) 

(2) Economic impacts (property loss, both direct and indi-
rect effects) 

(3) Community impact (public confidence) 
(4) Functional impact (continuity of operations) 

5.4.2* Facility/Venue Risk Assessment. For each identified at-
1·isk location, the following information shall be considered in 
the risk assessment and made available to the AHJ to be consid
ered in the community risk assessment: 

( l )  Special consideration for occupants/attendees shall 
include the following: 

(a) Age groups 
(b) Access and functional needs 
(c) Language baniers 

(2) Building/venue property owner or owner representative 
(3) Name or other identification of area/facility 
( 4) Number of occupants/attendees and maximum capacity 
(5)* Security capabilities of venue (cameras, security, detec-

tion) 
(6) Ingress 
(7) Egress 
(8) Area accessibility 
(9) Public access control 

(10) Facility/area use 
( 1 1 )  Fire alarm systems and mass notification systems consis-

tent with NFPA 72 
( 12) Existence of fire protection systems 
(13)* Building construction type and protective feanires 
(14) Availability of building/venue map and/or site plan 
(15) Threat-related intelligence 
(16) Distance to and capabilities of medical facilities 
(17) Nearby su·ucnires 
(18) Seasonal weather conditions 
( 1 9)* Emergency responder accessibility 
(20)* Onsite medical or u-auma equipment 
(21) * Integrated response plan 
(22) Other relevant information 

5.4.3 Prioritizing Community Vulnerability. 

5.4.3.l Factors used to prioritize the need for individual 
facility risk assessment shall include, but are not limited to, the 
following: 

( 1 )  High occupancy 
(2) Easy access 
(3) Public profile 
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(4) Known target or previous threats (known political and 
religious affiliation) 

(5) Potential for significant public impact 

5.4.3.2 Once risk assessment is complete, target hazards shall 
be rnnked based on probability and consequence. 

5.4.4* Geographic-Based Analysis. A geographic information 
system (GIS) provides layers of information that shall be used 
to map locations and assess potential impact, which allows plan
ners to identify the relationships between the hazards, predict 
outcomes, visualize scenarios, and plan strategies. 

Chapter 6 Planning/Coordination 

6.1 Administration. 

6.1.1 Scope. This chapter establishes the planning process for 
those jurisdictions or organizations responsible for developing, 
managing, and sustaining an ASHER program. 

6.1.1.1 Plans shall be flexible and adjusted to address emerg
ing and evolving risks, threats, and changes in operational or 
organizational conditions. 

6.1.2* Purpose. This chapter addresses emergency operations 
plans (EOPs), standard operating procedures (SOPs), standard 
operating guidelines (SOGs), and pre-incident plans for the 
safe, effective response to ASHE incidents. 

6.2* Plan Development. The AHJ shall establish an ASHER 
plan organized in a logical framewo1-k based on its resource 
capabilities and current risk assessment as referenced in Chap
ter 5. 

6.2.1 * Multi-agency and multidiscipline relationships shall be 
established for the development of plans, risk assessments, 
mutual aid agreements, and memorandums of understanding 
(MOU ) .  

6.2.2 As part of an ASHER program, jurisdictions o r  organiza
tions shall conduct a resource analysis. 

6.2.2.1 This analysis shall include at a minimum the following: 

(1) Review of minimum standards for responder competen-
cies 

(2) Current resource capabilities 
(3) Mutual-aid and other agreements that are already in 

place 
(4) Gaps between minimum standards and current capabili

ties 
(5) Capabilities required to address needs identified in gap 

assessment 

6.2.3 The AHJ shall utilize a formal process to ensure that 
plans are developed, maintained, updated, tested, and activa
ted, including at a minimum the following: 

(1) A needs or gap assessment 
(2) Plan development 
(3) Implementation 
( 4) Evaluation 

6.2.4* The AHJ's planning team shall perform a needs or gap 
assessment of resources necessary to meet the mission identi
fied in the plan. 

6.2.5 Plans shall address coordination among agencies, 
including the at a minimum the following: 

(1) Resource management 
(2) Staffing 1-equirements 
(3) Integrated training with other disciplines 
(4) Health and medical issues, including responder behavio-

ral health 
(5) Financial responsibilities and management 
(6) Recovery and restoration 

6.2.6* Plans shall provide a starting point for multi-agency 
multidisciplinary operations. 

6.3* EOPs. Local jurisdictions shall have an emergency oper
ations plan with guidance for preparedness, mitigation, 
response, and recovery for ASHE incidents. 

6.4* SOP Planning Components. SOPs shall be built around 
relevant core capabilities as identified by the EOP. 

6.4.1 Local jurisdictions shall develop SOPs. 

6.4.2* SOPs shall be developed as part of the ASHER program 
for the following: 

(1) Personal safety 
(2) Response consistency 
(3) Guide response actions 
(4) Decision making 
(5) Coordination and interoperability with other agencies 

and organizations 
(6) Unified incident management 

6.5 Post-Incident Procedures. An ASHER program shall have 
procedures for specific processes that shall be followed after an 
ASHE incident. 

6.5.1 Each participating entity shall conduct an operations 
debrief. 

6.5.2 Post-incident procedures shall include a plan for demo
bilization. 

6.5.3* Post-incident procedural steps shall include a plan for 
restoring units and personnel to operational readiness. 

6.5.4* A formalized debriefing and the generation of an AAR 
shall be completed and include input from all participating 
entities. 

6.5.5 Jtu-isdictions and organizations shall implement and 
integrate AAR recommendations in plan(s) as practical. 

6.6 Incident Management. An ASHER program shall have an 
incident structure that is consistent with the National Incident 
Management System (NIMS). 

6. 7 Active Shooter /Hostile Event Response Guideline. 

6.7.1 Guidelines for response to an incident involving ASHE 
incidents shall be based on available resources, o-ained person
nel, and capabilities necessary to perform assigned tasks. 

6.7.2* As part of the ASHER program, the AHJ shall develop 
guidelines, procedures, or both that outline but are not limited 
to the following: 

(1) Unified su-ategic objectives 
(2) Unified tactical considerations 
(3) Interoperability among 1-eso1u-ces 
( 4) Resource needs 
(5) Dispatching and notification procedures 
(6) Public safety telecommunicator p1-e-arrival inso-uctions 
(7) Staging management to avoid over-convergence 
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(8) Predetermined mutual aid requests 
(9) Emergency operation center activation guideline 

(10)* Civilian action response and reaction plan 
( 1 1 )  Personnel recall 
(12) Incident stabilization 
(13) Information sharing 
(14) Considerations for those with access and functional 

needs 
(15) Family or loved ones notification 
(16) Victim and survivor assistance 
( 17) Public information and media management 
(18) The transition to recovery 
(19) Incident assistance center 

6.8* Operational Security. Operational security (OPSEC) 
shall be an integral element of the organization/jurisdiction 
preparedness program. 

6.9 Information and Intelligence Sharing. 

6.9.1 * The AHJs shall develop and maintain relationships that 
help facilitate intelligence and information sharing, including 
formal relationships with government fusion cente1-s, local/ 
regional/tribal/state offices of emergency management, and 
law enforcement/fire/EMS parU1ers to coordinate response 
plans consistent with ctuTent thr·eats. 

6.9.2 AHJs shall develop programs and plans that utilize social 
media for the purpose of intelligence gathering, evidence 
collection, or information distribution. 

Chapter 7 Resource Management 

7 .1 * Administration. 

7.1.1 Scope. This chapter provides requirements for develop
ing a resource management plan to ensure that required 
resources are available to meet program objectives. 

7.1.2 Purpose. This chapter addresses needed resources to 
enhance efficient and effective 1·esponse to active shooter I 
hostile events while reducing risk. 

7.2 Personnel. The AH] shall have tools, systems, policy, and 
procedures in place for the tracking of personnel. 

7.2.1 The AHJs and responsible parties shall create necessary 
personnel policies and procedures. 

7.2.2 The AHJs shall determine the appropriate personnel 
required to meet the needs of the ASHER program. 

7.3* Mutual Aid. In order to supplement operations at an 
existing emergency incident, the AHJ shall coordinate with 
local response and emergency management agencies and have 
knowledge of the following, at a minimum: 

( 1 )  Relevant mutual aid assistance agreements 
(2) Existing mutual aid systems 
(3) Available mutual aid resources 
(4) Automatic aid 

7.4* Logistics and Records Management. The AH] shall have 
knowledge of logistical resources and maintain a system to 
acquire resources as needed and available. 

7.4.1 AHJs shall ensure they have a logistics plan in place to 
suppon the 1·esource requirements of their ASHER program. 
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7.4.2 The AHJ shall establish a thorough and complete 
resource record-keeping system to ensu1·e that supply manage
ment is documented and recorded. 

Chapter 8 Incident Management 

8.1 Administration. 

8.1.1 Scope. This chapter provides requirements for incident 
management on a command level to ensure that incidents are 
managed in a unified and organized manner in accordance 
with all local, state, tribal, and federal requirements. 

8.1.2 Purpose. This chapter addresses incident management 
requirements for the safe, effective response to ASHE inci
dents. 

8.2 Application of Unified Command. 

8.2.1* The incident command system and unified command 
shall be utilized at all emergency incidents. 

8.2.2 Unified command shall be applied to drills, exercises, 
pre-planned events, and other situations that involve hazards 
similar to those encountered at actual emergency incident5. 

8.2.3 Unified command shall be responsible for the overall 
management of the incident and the safety of all members 
involved. 

8.2.3.1 * The command structure shall be set up so that all 
agency representatives share responsibilities to command 
resources in a coordinated effort through a conunon strategy 
and shared objectives. 

8.2.3.2 The goals of unified command shall be the following: 

( 1 )  Life safety 
(2) Incident stabilization 
(3) Resource and property conservation 

8.2.3.3 To accomplish the goals listed in 8.2.3.2, unified 
command shall do the following: 

( 1 )  Recognize the presence of the incident, conduct an eval
uation, and respond to the threat(s) 

(2) Provide for the safety of victims, bystanders, the 
community, and response personnel 

(3) Maintain situational awareness, which includes an ongo
ing risk assessment 

(4) Initiate, maintain, and control incident commw1ications 
and joint information sharing 

(5) * Develop an overall su-ategy and incident action plan, 
which includes managing resources, maintaining an 
effective span of control, and maintaining direct supervi
sion over the entire incident, and functional groups or 
geographical divisions 

(6) Ensure personnel resource assignments, logistics, and 
accountability 

(7) Review, evaluate, and revise the incident action plan as 
required 

(8) Initiate an incident communications plan 
(9) Coordinate public information 

(10)  Maintain, transfer, and terminate command 

8.3 Incident Size-Up. A size-up shall be conducted initially 
and followed by an ongoing dynamic risk assessment through
out the incident. 
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8.3.l The elements of size-up shall include but not be limited 
to the following: 

( l )  Major incident notification as classified by the AHJ in the 
ASHER program 

(2)* Specific location and characteristics 
(3) Type of incident 
(4) Known hazards and the number of potential assailants 

and their location 
(5) Access and staging for incoming units 
(6) Apprnximate numbe1· of victims 
(7) Additional resources needed 

8.4 Establishing Unified Command. The AHJ for the ASHER 
program's agencies shall establish practices to ensure prnmpt 
implementation of unified command. 

8.4.l * Unified command shall meet the requirements of 
NFPA 1561 and shall have written SOPs applying to all 
members involved in emergency operations within the AH]. 

8.4.2 Unified command shall be comprised of the following 
essential disciplines, if applicable: 

( l )  
(2) 
(3) 
(4) 
(5)".' 

Fire 
EMS 
Law enforcement 
Emergency management 
Additional participating or coordinating 
dictated by the needs of the incident 

agencies as 

8.4.3* Each discipline shall evaluate the incident from their 
pe1·spective, and these independent evaluations shall be 
combined to form an incident action plan (IAP). 

8.4.3.1 This coordinated response shall include each disci
pline required to achieve the desired outcome of managing the 
incident. 

8.4.3.2 This coordinated response shall be an ongoing process 
until such time as the incident is concluded. 

8.4.4 As incidents evolve in size and complexity, the unified 
command shall divide the incident into functional or 
geographical level components, or both, as necessary. 

8.5 Transfer of Command. The transfer of command shall 
not eliminate the need for unified command to remain co
located for the duration of the incident. 

8.6* Incident Stabilization. The need for unified command 
shall be dictated by the incident objectives and personnel 
responsibilities, and it is likely to extend beyond the emergency 
response phase of the incident. 

8.6.l After incident stabilization, incident management shall 
transition to 1·ecove1y phases as detailed in Chapte1· 20. 

8.6.2 All ASHE incidents shall be considered crime scenes. 

8.6.2.1 All personnel shall refrain from unnecessarily disrupt
ing any part of the incident scene. 

8.6.2.2 Evidence preservation, victim and witness identifica
tion, and overall scene preservation shall be primary considera
tions after life safety objectives have been met. 

8.7':' After Action Reports. AHJs that have experienced an 
ASHE incident shall complete an AAR of the event. 

8.7.1 The completed AAR shall be shared with all parties 
involved with the response to the ASHE incident. 

8. 7.2 Special consideration shall be given to updating ASHER 
program u·aining, policies, and documents to reflect an 
improvement plan as part of the AAJ�. 

Chapter 9 Facility Preparedness 

9.1 Administration. 

9.1.l * Scope. The scope of this chapter provides 1·equire
ments for facility preparedness and planning for onsite ASHE 
incidents. 

9.1.2* Application. This chapter shall apply to facilities at risk 
for an ASHE incident as determined by the A.HJ. 

9.2 Facility and Occupancy Characteristics. 

9.2.1 Facility preparedness shall consider the following attrib
utes: 

( 1 )  The number of occupants 
(2)* The ability of the occupants to evacuate, relocate, or 

secure in place 
(3) * Internal staff response and assistance to include threat 

recognition and threat reaction procedures and u-aining 
( 4) External notification systems 
(5) The number, location, and contents of public access 

u-auma kits 
(6)* Building construction type and protective features 
(7) * Physical security 
(8)* Facility internal notification and signaling systems 
(9) Signage 

(10)* Emergency communications equipment 
( 1 1 )  Surrounding areas and possible relocation resources 
(12)  A system to support the AH.J's efforts to conduct notifica-

tion of family and loved ones 

9.2.2* The mobility characteristics of the occupants shall be 
evaluated as part of the facility response plan. 

9.3* Emergency Action Plans (EAP). 

9.3.1 * EAPs for ASHE incidents shall include guidelines and 
procedures to maximize life safety and include the following 
criteria, at a minimum: 

( 1 )  * Facility assessment to support preparedness, protective 
actions, and communications 

(2) Communications plan 
(3) Alert and warning plans 
( 4) Personal emergency prepa1·edness training for protective 

and medical actions for individuals to take before, 
during, and after an ASHE incident 

(5) Appropriate evacuation, relocation, and secure-in-place 
procedures 

9.3.2 The plan for ASHE incidents shall include the location 
and identification of lockable 01· securable spaces and rooms as 
well as the locations of exits that lead directly to the outside or 
to a stairwell. 

9.3.3 The plan fo1· ASHE incidents shall include procedmes 
for locking or securing of doors from inside of the designated 
area5. 

9.3.3.1 The plan for ASHE incidents shall include d1e use of 
physical security capabilities identified in the risk assessment in 
Chapter 5. 
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9.3.3.2 Plans and procedures for doors for areas designated in 
9.3.3 shall comply with locking 01· securing and unlocking or 
unsecuring and unlatching requirements ofNFPA 101. 

9.3.3.3 The procedures for unlocking or unsecuring doors 
from out5ide the designated areas shall be included in the 
plan. 

9.3.4 Means of egress and escape shall comply with the 
1·equirements ofNFPA 101. 

9.3.5 Facilities shall make emergency action plans available to 
the AHJ. 

9.4 Notification. 

9.4.I Occupant notification shall be made in a timely manner. 

9.4.2* The signaling and messaging process or procedure 
shall be designed to be readily distinguishable from the fire 
alarm signals. 

9.5* Exercise. Owners and operators of an individual build
ing shall exercise their ASHER program not less than once 
annually. 

9.5.I * The AHJ shall be notified of an exercise. 

9.5.2* Organizations with multiple buildings on a single 
campus shall exercise their ASHER program not less than once 
annually. 

Chapter I 0 Financial Management 

IO.I Administration. 

IO.I.I Scope. This chapter applies to those organizations or 
jurisdictions responsible for organizing, managing, and sustain
ing an ASHER program and provides guidance fo1· managing 
financial elements of the program. 

I0.1.2* Purpose. This chapter addresses revenue sources, 
program costs, inventOt)' control, and cost recovery issues to 
underscore the importance of funding an ASHER program 

10.2 Documentation and Management Policy. 

I0.2.I The ASHER program shall have a comprehensive, 
documented, and consistently maintained financial manage
ment policy maintained by the AHJ. 

I0.2.1.I The AHJ shall ensure memorandums of understand
ing (MOU)s are in place and address the ASHER program's 
needs. 

I0.3* Revenue Sources. AHJs shall utilize multiple revenue 
sources for ASHER programs, if needed. 

10.3.I Operating Budgets. The AHJs with management 
1·esponsibility fo1· an ASHER program shall ensure they are 
aware of the applicable financial management policy in accord
ance with Section 10.2. 

I0.4* Program Costs. An ASHER program budget shall be 
categorized by applicable cost centers. 

10.5* Cost Recovery. The AHJ shall identify opportunities for 
cost recoveq for ASHER programs, response, and recoveq. 
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Chapter I I Communications Center Support 

II.I  Administration. 

II.I.I Scope. Communications centers support, manage, and 
receive eme1·gency requests for services and gather and relay 
information as appropriate during an ASHE incident. 

11.1.2 Purpose. This chapter provides requirements in order 
for communications centers to be able to meet the mission of 
supporting, managing, gathering, and relaying information 
during ASHE incidents. 

Il.2* Communication Center Coordination. 

Il.2.I Communication centers shall incorporate first 
responder ASHE incident goals and objectives into center 
operations. 

Il.2.2 AHJs shall ensure that emergency commw1ications 
centers have plans and procedures in place, including but not 
limited to the following: 

( 1 )  Effectively being able to communicate with all of their 
dispatched responding units/personnel 

(2) Rollover plans for 9 1 1  and emergency calls to other emer
gency communication centers 

(3) The ability for backup/rollover agencies to share info1·
mation with partner agencies 

(4) Interoperable radio communications between emergency 
communications centers 

(5) Ensuring effective staffing, including emergency call in 
for staffing 

(6) Ensuring effective processing of peak emergency call 
volume 

11.2.3* Communications personnel shall part1c1pate in 
ASHER program u·aining and exercises on an annual basis at a 
minimum. 

I l .3* Communication Relationships. The comprehensive 
communication plan shall describe and define the communica
tion relationships between all AHJs. 

11.4* Communication and Dispatch Systems. Communica
tions and dispatch systems shall follow NFPA 1221. 

Il.4.I * In planning and preparing for ASHE incidents, AHJs 
shall ensure they plan for sufficient emergency communica
tions and dispatch capabilities to manage the ASHE incident. 

Il.4.2* Communications center personnel handling an ASHE 
incident shall follow NFPA 1061 regardless of their physical 
location. 

I l .5* Data and Information Management Data and informa
tion management shall follow NENA-STA-012.2-2017, NENA
STA-004.1-2014, and APCO/NENA 2.105.1-2017. 

Il.6 Essential Data Elements for ASHE Incidents. AHJs shall 
create or maintain mechanisms to capture specific data 
elements to be included in AARs and used to improve program 
plans. 

I 1.6.I AHJs shall identify and measure predetermined 
response and victim care benchmarks to evaluate performance 
and u-ack improvement for future incidents. 

11.6.1.I These benchmarks shall include the following at a 
minimum: 
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( l )  Elapsed time until the first law enforcement unit is on 
scene 

(2) Elapsed time until unified command is established 
(3) Elapsed time until the first contact team is deployed 
(4) Elapsed time until the threat(s) is stopped 
(5) Elapsed time until the first integrated response team is 

assembled, if applicable 
(6) Elapsed time tmtil the first and subsequent integrated 

response teams are deployed 
(7) Elapsed time until the establishment of warm zone care 

of victims 
(8) Receipt of appropriate deployment guidance for integra

ted response teams from unified command 
(9) Elapsed time until contact with the fit-st victim 

(10) Elapsed time tmtiJ the last victim is contacted 
(11) Performance of essential victim care procedures, such as 

tourniquet application 
(12) Elapsed time until the first victim is evacuated 
(13) Elapsed time until the last victim is evacuated 
(14) Elapsed time until the first victim an-ives at the hospital 
(15) Elapsed time until the last victim arrives at the hospital 

11.6.1.2 Additional mea5ures to evaluate the intended goals 
and functions of each element of response shall include the 
following at a minimum: 

(1) Command and control 
(2) Contact team 
(3) Integrated response teams 

11.  7 Operability. 

11.  7.1 * The communications system shall allow for radio 
communications between all public safety personnel within the 
confines of standard operating procedures (SOP) and standard 
operating guidelines (SOC). 

11.  7.2 lf communication system interoperability is not imme
diately available, the commtmication center shall ensure that 
the locations for incident command and other functional 
elements-staging, tactical, or triage-are relayed to all 
1-esponding resources. 

11.8* Preplanned Response Packages. Preplanned response 
packages consisting of the appropriate effective response force 
shall be dispatched to suspected ASHE incidents. 

11.8.1 Communications centers shall be guided by incident 
command and SOPs or SOCs regarding the assignment of 
additional resources to ASHE incidents. 

11.8.2 Communication centers shall ensure appropriate levels 
of coverage and response for other calls for service occurring 
outside of the active ASHE incident. 

Chapter 12 Competencies for Law Enforcement Personnel 

12.1 Administration. 

12.1.1 Scope. This chapter applies to all law enforcement 
personnel who in the course of their duties could find them
selves responding to an ASHE incident. 

12.1.2 Purpose. The purpose of the competencies in this 
chapter is to provide law enforcement officers who in the 
course of their duties could encounter ASHE incidents with the 
knowledge and skills to respond effectively and efficiently in an 
integrated manner. 

12.1.3 Competencies and Tasks. 

12.1.3.1 * Law enfo1-cement office1-s shall be trained in ASHER 
in accordance with an established agency policy, including, but 
is not limited to, the following: 

(1) Unified command structure 
(2) Tasks 
(3) Competencies 

12.1.3.2 Law enforcement officers shall receive training to 
meet applicable governmental regulations according to 
federal, state, and local standards. 

12.1.3.3* Law enforcement officers shall have knowledge of a 
threat-based system of medical care that is consistent with the 
AHJ's policies and procedures. 

Chapter 13 Competencies for Fire and EMS Personnel 

13.1 Administration. 

13.1.1 * Scope. This chapter shall apply to all fire and EMS 
personnel who in course of their duties could find themselves 
responding to an ASHE incident. 

13.1.2 Purpose. The purpose of t11is chapter is to provide fire 
and EMS personnel with the knowledge and ski.Us to 1-espond 
effectively and efficiently in an integrated manner to ASHE 
incidents. 

13.1.3 Introduction. 

13.1.3.l Fire and EMS responders shall be defined as person
nel who in the course of their duties encounter an emergency 
involving an ASHE incident. Fire and EMS responders are 
expected to protect tl1emselves, call for other trained person
nel, and provide triage, rapid medical intervention, and trans
port of the sick and injured. 

13.1.3.2 Fire and EMS personnel shall be trained to meet all 
competencies defined in Section 13.3. 

13.1.3.3 Fire and EMS responders shall 1-eceive additional 
u-aining to meet applicable federal, state, local, tribal, and 
provincial occupational health and safety regulations, scope of 
practice, and protocol. 

13.1.4 Goal. 

13.1.4.1 The goal of the competencies in Section 13.3 shall be 
to provide fire and EMS personnel who encounter ASHE inci
dents with the knowledge and skills to respond in an integrated 
manner with law enforcement. 

13.1.4.2 All personnel, as part of their mini.mum competen
cies, shall understand the concepts and requirements of the 
ASHER hot, warm, and cold zones. 

13.2 Threat-Based Care. 

13.2.1 Fire and EMS personnel shall have knowledge of a 
system where the medical care provided is determined by the 
hazard or risk that is present. 

13.2.2* The system of care that is used to provide medical aid 
to self and others, including emergency patient care, at a mini
mum shall be in accordance with the guidelines of Tactical 
Emergency Casualty Care (TECC) Guidelines for First Responders 
with a Duty to A ct and Guidelines for BLS/ ALS Medical Providers. 
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13.3 Tasks. 

13.3.1 Hot Zone Tasks. 

13.3.1.1* Personnel shall not operate in the hot zone without 
the proper training and equipment to address the hazards that 
they could encounter. 

13.3.1.2 Fire and EMS personnel who are not part ofa special
ized team, who find themselves unexpectedly in a hot zone, 
shall be able to perform the following tasks: 

( 1 )  Recognize the zone(s) delineation has changed and 
communicate same as app1-opriate 

(2) Take measures to evacuate, defend, or engage in order to 
minimize injury and harm 

(3) Provide du-eat-based care 

13.3.2 Warm Zone Tasks. Fire and EMS personnel who are 
not part of a specialized team and who are assigned to operate 
in a warm zone shall be able to perform the following tasks: 

( 1 )  Communicate the following: 

(a) Determine the potential number and location of 
casualties. 

(b) Locate a casualty collection point(s). 
(c) Identify additional resources required. 

(2) Constantly evaluate the scene for emerging or re
emerging threats and recognize conditions that could 
cause the zone to change from warm to hot. 

(3) Conduct an evaluation and take measures to ensure 
personal safety as listed in 13.3.1.2. 

( 4) Provide threat-based u-iage and care. 

13.3.3 Cold Zone Tasks. Fire and EMS personnel who are 
assigned to operate in a cold zone shall be able to perform the 
following tasks: 

( 1 )  Operate within the unified command system. 
(2) Evaluate the scene for emerging or re-emerging threats 

and recognize conditions that could cause the zone to 
change from cold to warm or hot. 

(3) Evaluate the scene for threats and take measures to 
ensure personal safety as listed in 13.3.1.2. 

( 4) Provide appropriate ca1-e. 
(5 )* Triage, u-eat, and u-ansport victims. 
(6) Support associated off�site operations as directed by 

unified command. 

13.3.4 Associated Off-Site Operations. Fire and EMS person
nel who are assigned to operate in areas of associated off-site 
operations shall be able to perform the following tasks: 

( 1 )  Provide services as requested by unified command that 
are within their scope of practice and u·aining 

(2) Respond to off-site locations for any fire and EMS needs 
(3) Participate in unified command 
( 4) Support recovery efforts, victim assistance, and family 

reunification/ notification 
(5) Recognize conditions that cause the zone to change to 

hot, conduct an evaluation, and take measures to ensure 
personal safety as listed in 13.3.1.2 

13.4 Competencies. 

13.4.1 Competencies for Fire and EMS Personnel when Oper
ating at an ASHE Incident. 

13.4.1.1 Fire and EMS personnel shall receive training 
commensurate with the tasks listed in Section 13.3. 
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13.4.1.2 Fire and EMS personnel shall have knowledge of 
local/regional plans, policies, and procedures, including, but 
not limited to, the follmving: 

( 1)  Major incident notification procedures 
(2) Available resources 
(3) Procedures for activating the local ASHER plan 
(4) Communications plan and procedures 
(5) Hospital interface communications and procedtu-es 
(6) "Mayday" and/or emergency assist procedure 
(7) Procedures for checking into the incident \vith unified 

command for accountability and assignment 
(8) Procedures on threat-based care 
(9) The use of specific m specialized equipment or tools 

that could be required to access victims 
(10)  Procedures for designating zones 
( 1 1 )  Patient disu-ibution plans and procedures 
(12)  Available medical supplies and resources and their 

appropriate and prescribed uses within the adopted 
scope of practice 

(13)  Personal protective equipment (PPE) and ballistic 
protective equipment (BPE) and their appropriate and 
prescribed uses 

(14) Policies and procedures for operating with responders 
from partner agencies and jurisdictions 

( 15) Participate as part of a functional task force, based on 
incident needs, function, and capability 

(16)  Warm zone care and rescue concepts, including, but not 
limited to, the following: 

(a) Rescue task force 
(b) Law enforcement rescue teams 
(c) Protected island operations 
(d) Protected corridor operations 

(17) Local law enforcement interface procedures and 
techniques 

(18) Vehicle positioning and staging plan 
(19) Identification methods to identify responders and roles 
(20) Recognizing and report known or suspected hazards 
(21)  Transition to recovery procedures 
(22)* Situational risk-benefit analysis 

13.4.2 Competencies for Fire and EMS Personnel when Oper
ating at Vehicle as a Weapon Incidents. Fire and EMS person
nel shall have knowledge of the follmving in addition to 
13.3.1.2: 

( 1 )  

(2) 

(3) 

(4) 
(5) 

Local integrated response procedm·es necessary to effi
ciently mitigate this threat 
Potential vehicle-borne improvised explosive device 
(VBIED) identification 
Chemical, biological, radiological, nuclea1� and explosive 
(CBRNE) operations and awareness 
Building and vehicle stabilization 
Vehicle exu·ication and casualty removal 

13.4.3* Competencies for Fire and EMS Personnel when Oper
ating at an IED(s) Incident. Fire and EMS personnel shall 
have knowledge of the following in addition to 13.3.1.2: 

( 1 )  Local integrated response procedures necessary to effi
ciently and effectively mitigate this threat 

(2) Blast effects and associated injuries 
(3) Recognition and awareness of hazardous devices and 

operational considerations 
(4) Local procedures for the deployment and positioning of 

vehicles 
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(5) Evacuation distance using the DOT Em{f}gency Response 
Guidebook for IED safe stand-off distance and/ or the DHS 
stand-off chart 

(6) Local post-blast transition to fire event/structural collapse 
response procedures 

13.4.4 Competencies for Fire and EMS Personnel when Oper
ating at Fire and Smoke as a Weapon Incidents. Fire and EMS 
personnel shall have knowledge of the following in addition to 
13.3.1.2: 

( 1 )  Local integrnted response p1-ocedures or capabilities 
necessary to efficiently and effectively mitigate this threat 

(2) Fireground operations consistent with NFPA 1710 and 
NFPA 1720 depending on role (fire vs. EMS only respond
ers) 

(3) Recognition and awareness of hazardous devices and 
operational considerations 

(4) AHJ's requirements for incidents witl1 fire and smoke as a 
weapon 

13.4.5 Competencies for Fire and EMS Personnel when Oper
ating within Immediately Dangerous to Life and Health (IDLH) 
Atmospheres. 

13.4.5.1 Fire and EMS personnel shall have knowledge of the 
following in addition to 13.3.1.2: 

( 1 )  Local integrated response procedures necessary t o  effi
ciently and effectively mitigate this threat 

(2) Proper use of PPE, to include respiratory protection, for 
the hazard that will be encountered 

(3) "Mayday" or emergency assist procedures 
(4) Rapid intervention crew procedures 
(5) The hazardous atmosphere and the characteristics of the 

chemical 
(6) Sign and symptoms of exposure 
(7) Decontamination procedures 

13.4.5.2 Vlfhen operating in an IDLH aunosphere, personnel 
shall have the proper knowledge, skills, abilities, and appropri
ate personnel protective equipment in accordance with 
NFPA 1500 (Fire), NFPA 472 (Fire) ,  and NFPA 473 (EMS). 

Chapter 14 Personal Protective Equipment (PPE) 

14.1 Administration. 

14.1.1 Scope. This chapter applies to the A1-fj responsible for 
deploying emergency responders as part of an ASHER 
program. 

14.1.2 Purpose. This chapter provides guidance fo1- the use 
and maintenance of responder personal protective equipment 
(PPE), to include ballistic protective equipment (BPE). 

14.2 General Requirements. 

14.2.1 The AHJ shall provide appropriate PPE and BPE in 
accordance with applicable standards to personnel exposed to 
ballistic risks or other hostile threats in accordance with expec
ted duties. 

14.2.2 Zones of operation are subject to dynamic and immedi
ate change; therefore, unified command shall conduct continu
ous size-up and tl1reat assessment during an incident. (See 
Chapter 8.) 
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14.2.3* Personnel shall utilize PPE, including but not limited 
to BPE, as dictated by the needs of the incident and in accord
ance with the following zones of operation: 

( 1 )  Hot zone. PPE shall include but is not limited to BPE, 
means of communication, and an identifying garment. 

(2) Warm zone. PPE shall include but is not limited to BPE, 
means of communication, and an identifying garment. 

(3) Cold zone. An identifying garment or visible identifica
tion and means of communication shall be required. 
Additional PPE shall be required. 

14.2.4* The PPE deployment model shall be determined by 
the AHJ. 

14.3 BPE Specification and Type. 

14.3.1 * BPE provided shall be at rninimum a Level III-A ballis
tic vest as defined by the National Institute of Justice (Nij) 
Standai-d-0101 .06, Ballistic Resistance of Body Arm01: 

14.3.1.1 * BPE shall be NI] certified, and the model shall be on 
me NIJ compliant products list. 

14.3.2* Perso1mel assigned to an integrated response team 
shall be equipped at a minimum with Level III-A body armor 
(BPE) tested to NIJ or other recognized certifying body stand
ard. 

14.3.2.1 Integrated response teams shall consider the use of a 
ballistic helmet, a flashlight, medical exam gloves, an individual 
first-aid kit (IFAK), a radio with shoulder strap, and remote 
microphones with earpieces for communication. 

14.4* Identifying Markings. PPE and BPE worn externally 
shall be identified with the agency and/or responder role. 

14.5* Ballistic Protective Equipment (BPE) Care, Mainte
nance, and Replacement. BPE care, maintenance, and 
replacement shall be done in accordance with NI] 
Guide-0101 .06, Selection and Application G1.lide to Ballistic-Resistant 
Body Arm01· j<Jr Law Enj01·cement, Corrections and Public Safety, or 
manufacturer instructions. 

14.6 Deviations. Any deviation from tl1is standard where 
immediate actions could prevent the loss of life and personnel 
are deployed wit11out BPE into an area where BPE is required 
by this standard shall require a post-incident analysis and justifi
cation of the decision to the AHJ. 

Chapter 15 Training 

15.l Administration. 

15.1.1 Scope. This chapter applies to t11ose organizations, 
deparunents, agencies, and jurisdictions (regardless of size) 
who are responsible for response to emergency incidents and 
who develop, plan, and train for an integrated response to 
ASHE incidents. 

15.1.1.1 * AJJ 1-esponders shall receive u-aining to meet applica
ble governmental regulations according to federal, tribal, state, 
and local standards. 

15.1.1.2 A personnel u·aining program shall be adopted and 
shall include a means for evaluating personnel competence. 

15.1.2 Purpose. This chapter addresses training require
ments, training progrnm development, and training 1-eco1-ds 
management in support of an ASHER program. 
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15.2 Scope of ASHER Training. The AHJ shall determine the 
scope of training needed for the program and its support 
elements. 

15.2.1 * Training shall be conducted jointly between all antici
pated responding entities and communications personnel. 

15.2.2* Training shall be based on the risk assessment(s) 
performed by the AHJ and tasks to be performed. 

15.2.3 The AHJ shall provide initial and periodic joint train
ing for public safety responders for zone operations based on 
the competencies outlined in Chapters 12 and 13. 

15.2.4* Elements of the ASHER program training plan shall 
include an HSEEP-compliant exercise no less than once annu
ally, involving all agencies and organizations identified in the 
ASHER program. 

15.3* Training Sites. The AHJ shall arrange, when possible, 
for training and exercises at sites within the response jurisdic
tion to enhance responder familia1·ization and operational effi
ciency and effectiveness. 

15.4 Training Records Management. 

15.4.1 The ASHER program manager shall ensure all training 
sessions and exercises are documented. 

15.4.2 Each training session shall be documented to include 
the following information: 

(1) Date(s), time (s), and duration of the training 
(2) Location of the training 
(3) Name, and qualifications of training instructor(s) 
( 4) Training topic or exercise title 
(5) Overview of course content 
(6) Participants of the training 
(7) Competencies that were demonstrated 
(8) Insu·ucto1· and course evaluations 

15.4.3 All training records shall be kept in accordance with 
the agency's record retention policy. 

15.4.4 Frequency of Training. Frequency of u-aining shall be 
determined by the AHJ. 

Chapter 16 Public Education 

16.1 Administration. 

16.1.1 Scope. This chapte1· establishes a conunon set of crite
ria for considerations related to improving the public's knowl
edge for preparing and responding to an ASHER incident. 

16.1.2 Purpose. This chapter provides the following public 
education information: 

(1) Ways to improve preparedness of the community to assist 
in the mitigation, response, and recovery of ASHE inci
dents, apart from responders 

(2) Assistance with terminology, expectations, and appropri
ate actions to increase the effectiveness of public informa
tion 

16. 1.3 Goal of Curriculum. 

16.1.3.1 The goal of the curriculum shall be to create aware
ness and enhance the knowledge, skills, and abilities of the 
public to respond and take protective measures in an ASHE 
incident. 
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16.1.3.2 The frequency of insu·uction shall be determined by 
the AHJ. 

16.2 Community Training and Education. Community educa
tion u·aining curriculum shall be developed ba5ed on risk 
assessments conducted in accordance with Chapter 5. 

16.2.1 Training shall be divided into the following categories: 

(1) Discussion-based u-aining - for public education on 
terminology and response 

(2) Operations-based training - for public education on 
terminology and 1·esponse where interactive exercises are 
used 

(3)* Self·study training - prepackaged materials intended for 
individually paced training by the public 

16.3* Public Education. The public education program shall 
be implemented to communicate the following: 

(1) Different hazards (violence, fire as weapon, explosive, 
weapons of mass destruction, future threats) 

(2) The potential impacts of a hazard 
(3) Preparedness information, including the following: 

(a)* Survival strategies and actions 
(b)* Interventions aimed at preventable causes of death 

due to trauma 
(c) Recommended equipment as detennined by the 

AHJ 
(4)* Information needed to develop a preparedness plan 
(5) Identification and communication of site/location emer

gency action plans 
(6) Identification of ASHE incidents warning signs and how 

to report them 
(7) \l\lhat to expect from interactions with emergency 

communication centers and first responders 

16.4 Scope and Frequency of Instruction. The scope of the 
curriculum and the frequency of instruction shall be identified 
by the AHJ. 

Chapter 17 Public Information 

17.1 * Administration. 

17.1.1 * Scope. This chapter establishes a common set of crite
ria for public information during and after an ASHE incident. 

17.1.2 Purpose. This chapter provides requirements fo1· 
ASHER program officials facilitating the appropriate dissemi
nation of information to the public and stakeholders as part of 
a joint information center (JIC) and joint information system 
(JIS). These individuals include the public information officer 
(PIO) or persons acting as part of the communications or 
media relations team with assigned duties. 

17.2 JIC. Organizations shall have plans to establish a joint 
information center ba5ed on the needs of the incident. 

17.2.l The JIC shall be an early considerntion of unified 
command based on the needs and escalation of the incident. 

17.2.2 The JIC shall be established away from primary inci
dent operations at an associated off:.Site operation area. 

17.2.3* The PIO shall create, review, and finalize all forms of 
communication for theJIC as directed by unified command. 



CONTINUITY OF O PERATION 3000-21 

17.2.4 The PIO shall coordinate any press conference (s) or 
othe1- public address event(s). 

17.2.5 The PIO shall be responsible for ensuring an all clear is 
communicated across all notification systems. 

17.3 JIC and JIS Activities. JIC and JIS activities shall include 
the following: 

(1) 

(2) 
(3)* 

(4) 

Infonning and educating the public through various 
media in adequate and appropriate means to protect 
public health and safety, for the duration of the ASHE 
incident including the appropriate response to inqui1-ies 
and misinformation 
Action (s) to take to reduce risk and improve safety 
Assistance for victims, families, and loved ones at the noti
fication center 
Identification of official communications pathways 
(cenu-al contact for all media) for coordinating and 
authorizing the release of information, including, but not 
limited to, the following: 

(a)* All activities outlined in ASHER program develop
ment (Chapter 4) 

(b)* All risk assessment activities outlined in Chapter 5 
(c)* Planning and coordination activities outlined in 

Chapter 6 
(5) Identification of official communications pathways for 

incoming informational inquiries from the public in 
order to ensure that emergency communication centers 
(e.g., 911) are not overwhelmed 

(6)':' Reduction or elimination of communication that jeopard
izes operations 

(7) Leveraging the use of info1-mation gained tlu-ough public 
sources such as social media 

17.4 Warning, Notification, and Crisis Communications. 
Organizations and the AH] shall evaluate the need for and use 
of a ma�s notification system. 

17.4.1* The system design shall follow the risk analysis as 
outlined in Chapter 5 and be integrated into tl1e AHJ's or 
organization's emergency response plans. 

17.4.2 Organizations shall evaluate and plan for people who 
are not regulady on mass notification systems, vulnerable popu
lations, or people who don't have access to mass notification 
devices/conduits. 

17.4.3 Organizations shall develop pre-scripted mass warning 
messaging that displays preparedness measures and protective 
actions. 

17.4.3.l Pre-scripted mass warning messaging shall include 
the following: 

( 1) "Who is sending the alert? 
(2) v\lhat is happening? 
(3) v\lho is affected? 
( 4) v\lhat action should be taken? 
(5) Date and time stamp 

17.4.4 Organizations shall develop plans with the ability to 
enable internal and exte1-nal communication. 

17.4.5* Organizations shall maintain, test, and exercise notifi
cation systems and plans not less than once annually. 

17.4.6* Organizations shall identify and plan for specific 
needs within communities with 1-egulato1)' 01- legal obligation 
for notification. 

17.5* Social Media. Social media shall be permitted to serve 
as an information and intelligence platform for unified 
command. 

17.5.1* The PIO shall coordinate the flow of pertinent infor
mation for operations and operational secu1-ity from external 
sources back to the JIC, if one is established, or to the unified 
command. 

17.5.2* Social media used for the purposes of sharing of infor
mation shall be coordinated through the JIC if one has been 
established or through unified command if the JIC has not 
been established. 

17.5.3* AHJs shall have a comprehensive social media and 
information sharing policy. 

17 .6 Establishing and Managing a Media Area. 

17.6.1 * In coordination with the JIC, the PIO or their desig
nee shall establish an on-location media area in the cold zone 
for safety, and to enable tl1e flow of approved communications 
through the official path. 

17.6.2* The PIO or their designee shall manage the media 
area participants and coordinate the flow of information 
through the officially established cenu-al media contact for the 
ASHE incident 

17.6.3* Unified command or the AH] shall establish a plan for 
the communication of information to victims, families, loved 
ones, media, and the general public relative to the incident 
through the three recove11 phases. 

Chapter 18 Continuity of Operation 

18.1 Administration. 

18.1.1 Scope. This chapter establishes a common set of crite
ria fo1- management and restoration of business continuity and 
continuity of operations of mission-critical services after 
ASHER incidents. 

18.1.2 Purpose. This chapter provides the fundamental crite
ria for continuity of operation including the planning, imple
mentation, assessment, and maintenance of programs for 
continuity. 

18.2 Continuity. 

18.2.1 Continuity plans shall include strategies to continue 
critical and time-sensitive processes. 

18.2.1.1 * Continuity plans shall identify and document the 
following: 

(1) Stakeholders that need to be notified 
(2) Processes that must be maintained 
(3) Roles and responsibilities of the individuals implement

ing the continuity strategies 
( 4) Procedures for activating the plan, including the author

ity for plan activation 
(5) Critical and time-sensitive technology, application 

systems, and information 
(6) Security of information 
(7) Alternative work sites 
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(8) Workaround procedures 
(9) Vital reco1-ds 

(10) Contact lists 
(11) Required personnel 
(12) Vendors and contracto1-s supporting continuity 
(13) Resources for continued operations 
(14) Muma! aid or partnership agreement5 
(15) Activities to rentrn c1-itical and time-sensitive processes 

to the original state 
[1600:6. 9.1.21 

18.2.l.2 Continuity plans shall address supply chain disrup
tion. 

Chapter 19 Health Care Receiving Facility Preparedness and 
Response for Off-Site ASHE Incidents 

19.1 * Administration. 

19.1.1* Scope. This chapter applies to health care facilities 
with the expectations and capabilities to receive victims from 
an off-site ASHE incident. 

19.1.2* Purpose. This chapter provides information and 
processes necessary to quickly and efficiently utilize a system
atic approach to receiving and tracking of victims from an 
ASHE incident. 

19.1.2.1* The processes required within Chapter 19 shall be 
scalable. 

19.2* Preparedness and Emergency Management. Health 
care receiving facilities that have the potential to receive 
victims shall be included in the AHJ's ASHER program activi
ties, including but not limited to training and exercises. 

19.2.1 Exercises shall test the components outlined in this 
chapter. 

19.2.2* Health care receiving facilities shall have emergency 
management plans and annexes that are integrated with the 
local AFij's ASHER program plans. 

19.2.3 Health care receiving facilities shall plan for a surge of 
spontaneous arrivals. 

19.2.4 Health care receiving facilities shall ensure that they 
have adequate procedures, supplies, and equipment for 
managing multiple patients with injuries associated with ASHE 
incidents. 

19.2.5* Healtl1 care receiving facilities shall partner with the 
AFij for the purpose of requesting local resources to assist with 
the management and the provision of care during an ASHE 
incident. 

19.3* Patient Distribution. Patient disu-ibution shall be exer
cised by the AFij and health care receiving facilities based on 
local mass casualty plans not less than once annually. 

19.3.1 Patient disu-ibution exercises shall include patient 
tracking, repo1-ting, recall of key personnel/staff, logistical 
needs, and communications with on-site responders. 

19.4* Communications. Health care receiving facilities shall 
have at least two means of communication with public safety 
entities responsible for patient distribution in ASHE incidents. 

2021 Edition 

19.4.1 Written procedures for the activation and use of 
communication systems shall be developed in conjunction with 
the AHJs responsible for public safety. 

19.4.2 Communications systems shall be tested on a monthly 
basis to ensure functionality. 

19.4.3* Health care receiving facilities shall assign a dedicated 
staff member to communicate with patient distribution coordi
nators throughout the ASHE incident. 

19.5* Victim Identification and Tracking. Health care receiv
ing facilities shall work within applicable laws and regulations 
to identify victims and release this infonnation to approp1-iate 
agencies based on prescribed practice and procedure. 

19.6 Facility Security. 

19.6.1 * Restricted access protocols shall include provisions fo1-
existing physical security measures, on-duty staff members, 
additional first responders, and the availability of supplemen ta! 
staff from external resources. 

19.6.2* Restricted access protocols shall address the following: 

(1 )* 

(2) 

(3) 

How to limit access for the entire facility 
The persons authorized to activate and deactivate resu-ic
ted access processes 
A situational 1-isk assessment and implementation 01-
measures 

19.7 Facility Command Center/Incident Command System 
(ICS). 

19.7.1* Health care receiving facilities shall activate and 
utilize an res to manage their response to the incident. 

19.7.2 Health care receiving facilities shall activate their 
command center to manage the incident if one is available and 
capable. 

19.7.3 Health care receiving facilities shall request an agency 
representative from the AHJ, if available, to assist in the coordi
nation of the incident. 

Chapter 20 Recovery 

20.1 * Administration. 

20.1.1 Scope. This chapter applies to those organizations and 
jurisdictions responsible for the execution of recovery opera
tions and victim services following an ASHE incident. 

20.1.1.1 * Recovery is organized sequentially into three major 
subcategories: 

(1) Immediate recovery using the notification center 
(2) Early recovery using the incident assistance center 
(3) Continued recovery using the community resiliency 

center 

20.1.1.1.1 * Planning for the transition from response through 
each recovery stage to steady-state shall be included in ASHER 
program preparedness and operational plans. 

20.1.1.2 Each ASHER program organization identified in tl1e 
execution of recovery operations plan shall maintain SOPs and 
checklists that detail the logistical and administrative support 
arrangements internal to its organization in support of the 
ASHER program tasks, including current contact list5 for key 
people within tl1e organizations. 
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20.I.I.2.l All ASHER program organizations shall decide a 
schedule for planning, training, and exercising recovery opera
tions, as well as updating and distribution of plans. 

20.I.I.2.2 The AHJ shall designate a person or team to over
see the establishment of an initial notification center, incident 
assistance cente1� and associated activities. 

20.I.2 Purpose. This chapter provides framework necessary 
to respond to and address whole of community, business 
continuity, and victim needs following the ASHE incident. 

20.2 Immediate Recovery. Immediate recovery shall be the 
operational pe1·iod immediately following the mitigation of 
threat following the initial ASHE incident. 

20.2. l* The establishment of a notification center shall be 
considered by w1ified command if not ah-eady activated. 

20.2.2 Immediate recovery operation plans shall include, but 
are not limited to, the following: 

(1) Operational security 
(2) Coordination of primary agencies 
(3) Utilization ofa conunittee meeting protocol 
(4) Accountability 
(5) Damage assessment 
(6) Primary victim notification and reunification at the noti-

fication center 
(7) Victim assistance 
(8)* Medical examiner or coroner operations 
(9) Initial investigation and evidence collection operations 

(10) Media and public information coordination 

20.2.3* Cooi·dination of p1·imary agencies recovery su·ategies 
shall occur immediately following an ASHE incident in order 
to quickly determine processes, communication lines, and roles 
of primary agencies. 

20.2.3.1 Primary agencies' recovery su·ategies shall include, 
but are not limited to, the following: 

(1) Immediate victim reunification 
(2) Awareness of evidence preservation 
(3) Administration of the notification center 

20.2.3.2* Responding organizations shall conduct.joint meet
ings and establish protocols to ensure rapid and effective strate
gic planning, sharing, and communication of critical facts. 

20.2.3.2.1 Any organization responsible for the management 
of recovery funds, including monetary assistance and compen
sation, shall work within the JCS system to meet as soon as 
reasonable following the ASHE incident to coordinate the 
disbursement of funds and claims applications. 

20.2.3.2.2 This group shall continue meeting tmtil all finan
cial assistance is distributed or until the organization is no 
longer involved in the financial aspect of recovery. 

20.2.3.2.3* Meetings shall provide fo1· an orderly and conu·ol
led multidirectional commtmication system consistent with 
practices defined by unified command and the JIC. 

20.2.3.3 Information from meetings shall be immediately 
reported to unified command. 

20.2.3.4 During the immediate recovery phase, unified 
command shall be responsible for the following: 

(1) Accountability of responders and victims 

(2) Communication and joint information 
(3) Resource sha1·ing and logistics 
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20.2.3.4.1 * The need for a recovery coordinator (RC) shall be 
determined and, if activated, placed inside unified command 
until unified command is disbanded. 

20.2.3.4.1.l The RC shall have responsibility for all recovery 
support activities, initiating and terminating as necessary. 

20.2.3.4.1.2 The RC shall organize local, state, federal, tribal, 
and nongovernmental organizations (NGO) actions and coor
dinate requests for assistance from recovering communities. 

20.2.3.4.1.3 The RC shall help di1·ect local, state, federal, 
tribal, and other resources while staying in communication 
with unified command. 

20.2.3.5 Preliminary damage assessment shall include the 
following: 

(1) Civilian and responder casualties 
(2) Bystander and wiU1ess effects 
(3) Infrastructure 
(4) Impacts to responding organizations 
(5) Geographical area closures 
(6) Business impact 
(7)* Impact to victims 

20.2.3.5.1 The damage assessment shall characterize the over
all impact the event had on the organization/jurisdiction and 
be followed by a needs assessment if required. 

20.2.3.5.2 Preservation of personal effects shall be considered. 

20.2.3.6* Unified command and the notification center shall 
be included as part of associated off-site operations and be 
removed from the incident. 

20.2.3.6.1 The notification center shall have a security plan, 
c1·edentialing and check-in p1·ocess for victim service providers 
and volunteers, and plan for checking-in victims and family 
members, loved ones, or other designated representatives. 

20.2.3.6.2 At the notification center, notification and reunifi
cation shall be coordinated using an accountability system to 
determine which victims have been safely evacuated from the 
incident, building, or area. 

20.2.3.7 Implementation of notification and reunification 
processes shall be incident dependent. 

20.2.3.7.l * Unified command shall consider establishing a 
notification and reunification center that is removed from the 
incident that shall be included as part of associated off-site 
operations. 

20.2.3.8* Death notifications shall be coordinated and imple
mented as early as practical by qualified individuals or teams 
who are familiar with laws rega1·ding the prntection of pei·sonal 
identifiable information. 

20.2.3.8.l Death notifications shall be coordinated with the 
law enforcement AH] and the medical examiner or coroner. 

20.2.3.8.2* Only law enforcement, the medical examiner or 
coroner, and other trained entities shall release death notifica
tion. 

20.2.3.9 Injured victim notification shall be coordinated 
through the unified command via an identified branch or 
group in coordination with a victim assistance liaison. 
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20.2.3.IO The plan shall include a provision that organizations 
1·esponsible fo1- victim services shall be contacted immediately 
to deploy assistance in the event of an emergency as defined in 
the emergency response, as well as maintain a current contact 
list for those organizations. 

20.2.3.11 * Access and functional needs populations shall be 
considered in recovery plans. 

20.2.3.12 Considerations shall be given to groups of people 
who qualify for special protection by law, policy, or similar 
authority. 

20.3* Early Recovery. Early recovery shall be the operational 
period after immediate recovery where processes for agency 
coordination, meeting protocols, accountability, initial damage 
assessment, and primary victim assistance are actively and 
proactively being managed. The establishment of an incident 
assistance center, which follows the closure of the notification 
center, shall be conside1·ed by unified command 01- the AHJ if 
not already activated. 

20.3.1 Early recovery operations shall consider the following: 

( 1 )  Operational security 
(2) Damage assessment 
(3) Public information coordination 
(4) Resource needs analysis 
(5) Analysis of consequences of the event 
(6) Subsequent events 
(7) Volunteer management 
(8) Donations management 
(9)* Victim advocacy, assistance, and services 

(10) Federal emergency funding opportunities and grants 
( 1 1 )  Memorial preservation 

20.3.2* Establishment of an incident assistance center (IAC) 
shall be for the purpose of coordinating long-term assistance. 

20.3.2.1* The IAC shall provide the necessary services and 
permissable information, including, but not Limited to, the 
following: 

( 1 )  Mental health counseling 
(2) Health care 
(3) Chi.Id care 
(4) Crime victim assistance and compensation 
(5) Assistance with legal matters 
(6) Travel 
(7) Financial planning 
(8) Animal care 
(9)* Medical examiner or coroner information 

(10)* Assistance with organizing memorials as needed 

20.3.3 Resource Needs Assessment. 

20.3.3.1 The assessment process shall begin to estimate the 
impact the ASHE incident has on the organization/jurisdic
tion, region, state, and/ or nation in terms of the following: 

( 1 )  Deaths and ir�juries 
(2) Business impact 
(3) Mental and emotional requirements 
(4) Property damage 
(5) System disruptions 
(6) Investigation and scene control management 
(7) Consideration of federal, state, local, and tribal resources 

for unmet needs 
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20.3.3.2 The assessment of consequences of an ASHE incident 
within an organization/jurisdiction shall include evaluating the 
likely events that could follow such an event. 

20.3.3.2.1 This assessment shall include real and potential 
mental health and emotional needs of fit·st responders, victims, 
families of victims, bystanders and witnesses, community 
members, businesses, and the general public. 

20.3.3.2.2 This assessment shall focus on short-term conse
quences of the events until medium- and long-term consequen
ces can be evaluated. 

20.3.3.3* The AHJ shall consider that subsequent activities 
can compound the effects of an event of an incident by further 
taxing resources. 

20.3.3.3.1 Subsequent acttvtt1es shall require additional 
resources, management, security, and attention from the AHJ 
leaders with little or no advance notice. 

20.3.3.3.2 The AHJ shall anticipate and maintain heightened 
awareness of these activities so that an appropriate and meas
ured response can be executed. 

20.3.3.4 Security shall be conside1·ed for post-incident opera
tions at locations including, but not limited to, the following: 

( 1 )  Ct-ime scene 
(2) Investigation areas 
(3) Areas closed to public as a result of incident 
(4) Associated off-site operational areas such as the following: 

(a) Emergency operations center 
(b) Public or adminisu-ative buildings 
(c) Critical transportation access hubs or points 
(d)* Hospitals and health care facilities 
(e) Joint infonnation center 
(f) Assistance centers 
(g) Other areas as determined 

20.3.3.5 Early 1·ecovery conununications within tl1e unified 
command structure and tl1rough the public information officer 
(PIO) shall provide a framework for collecting, sharing, and 
disseminating necessary information in coo1-dination with, but 
not Limited to, the following: 

( 1 )  Other law enforcement organizations 
(2) Prosecutors' office 
(3) Healthcare facilities 
(4) Mutual aid partners 
(5) Lead agencies for emergency support functions and 

recovery support functions and federal, state, local, and 
u-ibal authorities 

20.3.3.6 Information disseminated shall be vetted, approved, 
and communicated from a single source. 

20.3.3. 7 Volunteer and Donation Management. 

20.3.3.7.1 The A.HJ shall plan for the management, screening 
(which includes criminal background checks), and oversight of 
volunteers. 

20.3.3.7.2* The A.HJ shall consider implementing a volunteer 
reception center that can receive, organize, and direct volun
teers. 

20.3.3.7.3 A volunteer management system shall properly 
credential and deploy approved volunteers who have been 
identified, screened, and u-ained in advance. 
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20.3.3. 7.4 When a need for utilizing volunteers who have not 
been p1·eviously identified, screened, 01· trained in advance 
arises, the ASHER program shall have a plan for a process to 
approve these volunteers at a designated location. 

20.3.3.7.5 A volunteer management system shall have plans, 
policies, and procedures for the safe and appropriate use of 
licensed or credentialed emotional support or therapy animals. 

20.3.3. 7.6* Donations. 

20.3.3.7.6.1 The AHJ shall plan for the acceptance, control, 
receipt, storage, distribution, shipping, and disposal of any 
donations, including monetary and other donor requests. 

20.3.3.7.6.2 The coordinating of victim-related donation 
disbursements shall be done with the victim or their designee. 

20.3.3. 7. 7* A donation management strategy shall be estab
lished during emergency planning, prior to the incident occur
ring, and in accordance with Chapter 10. 

20.3.3.7.8* Where possible, a central donation system and site 
shall be established and mn by an appropriate agency, which is 
frequently a third party. 

20.3.3.7.8.1 A registered charity or NGO shall be used to 
receive monetary donations, rather than a local or state agency. 

20.3.3. 7.8.2 Cash donations shall not be accepted at unified 
command. 

20.3.3.7.9* Volunteer and donation management shall extend 
into the continued recovery phase. 

20.3.3.7.10* Unified command shall coordinate with the JIC 
regarding messaging about those wishing to donate, how tl1at 
can best be accomplished, and what is or is not acceptable. 

20.4 Continued Recovery. 

20.4.1* Continued recovery shall be the operational period 
following early recovery. 

20.4.1.1  The1·e shall be a transition period from early recovery 
to continued recovery, which shall include regular meetings of 
the primary agencies and otl1er key individuals, as necessary. 

20.4.1.2 The need to establish a long-term recovery commit
tee shall be considered. 

20.4.1.3 Continued recovery shall include, but is not limited 
to, the following: 

( 1 )  Business impact analysis 
(2) Coordination of the 1·estoration, 1·ebuilding, and replace

ment of facilities, infrasu·ucture, materials, equipment, 
tools, vendors, and suppliers 

(3) Restoration of the supply chain 
( 4) Reopening or relocation of vital facilities such as 

schools, grocery stores, and day cares that allow a 
community to return to their day-to-day schedule 

(5) Continuation of communications with stakeholders 
(6) Roles and responsibilities of the individuals implement

ing the recovery su·ategies 
(7) Internal and external (vendors and contractors) person

nel who can support the implementation of recovery 
strategies and contractual needs 

(8) Adequate conu·ols to prevent the corruption or unlawful 
access to the entity's data during recovery 

(9) 

(10) 
( 1 1 )  
(12) 
(13) 
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Investigation of fraud associated with disaster assistance 
and assurances of consumer protection 
Long-term victim services 
Long-term community resiliency 
Volunteer and donation management 
Identification of gaps that could require supplemental 
state or federal assistance 

20.4.2 Victim Assistance. Continued victim assistance shall 
provide for ongoing assessment and services for victims and 
their families, first responders, and community members. 

20.4.2.1 * If utilized, a u·ained victim services, advocate, naviga
to1� or liaison shall assist victims and families, including hospi
talized victims. 

20.4.2.2�' Organizations shall ensure victim services advocates 
and navigators receive the necessary training and support to 
meet the comprehensive short- and long-term needs of victims 
and family members. 

20.4.2.2.1 This training shall include the emotional and 
psychological needs by providing mental health support, coun
seling, screening, and treatment. 

20.4.2.2.2 This u-aining shall include atypical victim service 
providers who meet the unique needs of the population. 

20.4.2.3 Continued victim assistance shall require coordina
tion to assure the emotional and mental health needs are 
adequately assessed and served by facilitating timely notifica
tion and reunification and providing ongoing screening, coun
seling, and treatment. 

20.4.2.4* Medical and mental health surveillance shall 
include evaluating, documenting, recordkeeping, and engage
ment of the physical and mental needs of first responders, 
victims, families, bystanders, and other community members. 

20.4.2.5* Unified command or the AHJ shall consider, in 
cooperation with other stakeholders, the establishment of a 
community resiliency center (CRC) following the closure of the 
IAC. 

20.4.2.5.1 A process for the transition from an IAC to a CRC 
shall be established. 

20.4.2.6 The CRC shall consider access and functional needs 
populations in recovery. 

20.4.2.7 The CRC shall ensure that victims receive the neces
sary support and services to address symptoms of secondary/ 
vicarious trauma. 

20.4.3 Response and Recovery Personnel Emotional, Psycho
logical, and Behavioral Needs. The program shall consider 
public safety personnel, including first responders, law enforce
ment, fire, and EMS, as well as mental health providers, medi
cal examiners, prosecuto1·s, funeral directo1·s, 911  operators 
and telecommunicators, and other response and recovery 
personnel when developing ongoing support systems. 

20.4.3.1 * Mental health restoration services shall include the 
following: 

( 1 )  Identifying needs for behavioral health and emotional/ 
psychological care 

(2) Emotional/psychological first aid for first responders, 
bystanders/witnesses, victims, loved ones, and families 
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20.4.3.2* The Al-ij in collaboration with local behavioral 
health entities, community providers, and health care facilities 
shall coordinate the activities and services necessary to address 
the behavioral health need5 of persons impacted by the inci
dent. 

20.4.3.2.1 Coordination shall include representatives and/or 
other resources to assist local mental health and/or joint alco
hol, drug addiction, and behavioral health services in the provi
sion of support services and treatment of victims. 

20.4.4 Volunteer and Donation Management. Volunteer and 
donation management policies shall extend into the continued 
recove1y phase. 

20.4.4.l The dispersing agency shall coordinate, but is not 
limited to, the following: 

( 1)  The funding process 
(2) Good5 and se1-vices 

20.4.4.2 Specific donor requests are likely, and a protocol to 
manage those shall be established. 

20.4.4.3 Coordination between the primary agencies and the 
organization (s) designated to service the centralized collection, 
disbursement, and proper disposal entity for monetary dona
tions and fo1- the donation of goods and services shall continue. 

20.4.5 Criminal Proceedings and Victim Support Legal Consid
erations. Criminal justice system and victim support shall be 
coordinated to assist with victim impact statements, media 
management, and other victim needs. 

20.4.5. l* lf there is a u-ial, then the criminal justice system or 
primary agency shall provide victims and family members with 
access to and updates on incident hearings, criminal justice 
proceedings, and their rights as victims. 

20.4.6 Additional Grant Funding. The impacted area and 
relevant agencies shall identify funding that could be available 
through local, county, state, tribal, or federal government, as 
well as national nonprofit organizations and corporations. 

20.4.6.1 As necessary, funding shall be applied for through 
the established channels. 

20.4.6.2 State Victims of Crime Act compensation and assis
tance adminisu-ators shall coordinate with all other emergency 
assistance providers in the state to avoid duplication of services. 

20.4. 7* Unmet Needs. Unmet needs and tmique issues in the 
community shall be identified, along with the appropriate 
agencies or funding mechanisms. 

20.4.8* Lessons Learned and Best Practices. Lessons learned 
and best practices shall be capnired in an AAR. 

20.4.8. l* Baring security concerns, the AAR shall be shared 
among relevant stakeholders and emergency planners. 

20.4.9* Restoring Critical Infrastructure. To coordinate the 
restoration, rebuilding, and replacement of facilities, infra
strucnire, materials, equipment, tools, vendors, and suppliers, 
Al-ijs shall utilize information and data from damage assess
ment and business impact analysis. 

20.4.9.1 The AHJ shall coordinate assigrnnent of necessary 
temporary or permanent repairs to facilities and infrastrucnire 
and facilitate coordination of continued supply chain elements. 
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20.4.10 Communications Plan. The Al-ij shall develop and 
execute a communications plan that extends into the contin
ued recovery phase of the ASHE incident. 

20.4.10.1 The Al-ij shall ensure all major elements of contin
ued recovery have been delegated to qualified organizations, 
individuals, or authorities. 

20.4.10.2 Each major continued recove1y elements shall have 
a lead autho1-ity, an action plan, and a communications plan. 

Annex A Explanatory Material 

Annex A is not a part of the requirements of this NFPA document but is 
included fm· informational pmposes only. 17iis annex contains explan
atory material, numbered to c01Tespond with the applicable text para
graphs. 

A.1.4 The number and types of agencies and individuals 
involved is wide and varied. Individuals and agencies can have 
multiple roles in the process. Those roles can, at the same time, 
range from being the AHJ in certain elements to a participant 
or cooperating agency in others. Application of the standard, 
and a cornerstone of its development, is collaboration, cooper
ation, and shared understanding among all participants. 

A.1.4.1 Application of this standard cannot occur in an envi
ronment of isolation. ASHE incidents are generally not simple, 
geographically constrained, or effectively manageable without 
p1-ior planning. Leadership, partnership, and integration across 
communities, organizations, and disciplines is vital to manag
ing ASHE incidents. 

A.1.4.2 Prevention falls under other disciplines that are 
outside the scope of this standard. For more information on 
prevention, see www·.fbi.gov/file-repository I making-prevention
a-1·eality. pelf/view. 

A.3.2.1 Approved. The National Fire Protection Association 
does not approve, inspect, or certify any installations, proce
dures, equipment, or materials; nor does it approve or evaluate 
testing laboratories. In determining the acceptability of installa
tions, procedures, equipment, or materials, the authority 
having jurisdiction may base acceptance on compliance with 
NFPA or other appropriate standards. In the absence of such 
standards, said authority may require evidence of proper instal
lation, procedure, 01· use. The authority having jurisdiction 
may also refer to the listings or labeling practices of an organi
zation that is concerned with product evaluations and is thus in 
a position to determine compliance with appropi-iate standards 
for the current production oflisted items. 

A.3.2.2 Authority Having Jurisdiction (Alij). The phrase 
"authority having jurisdiction," or its acronym AHJ, is used in 
NFPA documents in a broad manner, since jurisdictions and 
approval agencies vary, as do their responsibilities. Where 
public safety is primary, the authm-ity having jurisdiction may 
be a federal, state, local, or other regional department or indi
vidual such as a fire chief; fire marshal; chief of a fire preven
tion bureau, labor department, or health department; building 
official; elecu-ical inspector; or od1ers having statutory author
ity. For insurance purposes, an insurance inspection depart
ment, rating bureau, 01- other insurance company 
representative may be the authority having jurisdiction. In 
many circumstances, the property owner or his or her designa
ted agent assumes the role of the authority having jurisdiction; 
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at government installations, the commanding officer or depart
mental official may be the autho1·ity havingjurisdiction. 

The AH] can also include entities such as law enforcement, 
emergency medical services (EMS), hospitals, educational 
facilities, or any other organization that has legal responsibility 
for the safety of the jurisdiction or facility. The AIU will be 
determined by the specific context of the requirements set 
forth in this standard. 

A.3.2.3 Listed. The means for identifying listed equipment 
may vary for each organization concerned with product evalua
tion; some organizations do not recognize equipment as listed 
unless it is also labeled. The authority having jurisdiction 
should utilize the system employed by the listing organization 
to identify a listed product. 

A.3.3.2 Active Assailant(s) (AA). This could include, but is not 
limited to, explosives, toxic substances, vehicles, edged weap
ons, fire, or a combination thereof. 

A.3.3.7 After Action Report (AAR). Documentation should 
be supported with the operational plan, related reports, and 
any other written or photographic mate1·ial associated with the 
operation. 

A.3.3.8 Associated Off-Site Operations. These sites typically 
1·equire physical protection, responder support, and emergency 
management support. Some examples of areas that are associ
ated off-site operations points include joint information center, 
health ca1·e facilities, notification center or incident assistance 
center, and witness and evidence collection points. 

A.3.3.9 Ballistic Protective Equipment (BPE). BPE can 
include equipment such as ballistic vest, helmet, and/or shield. 
These items come in varying degrees of protective levels and 
design. 

A.3.3.10 Building Sides. Fmther detail is available in the 2016 
edition ofNFPA 1561. 

A.3.3.12 Casualty Collection Point (CCP). When designating 
a casualty collection point, a consideration should be having 
appropriate cover and concealment or protection for the loca
tion. 

A.3.3.17 Complex Coordinated Attack. An attack involving 
multiple incidents that inundate resources, exceed conven
tional tactics and su·ategies, and often require a joint response 
involving members from multiple disciplines and jurisdictions. 
Examples include firearms, explosives, or fire as a weapon. 

A.3.3.22 Control Zones. Examples of control zones are hot, 
warm, and cold zones. 

A.3.3.30 Functional Task Force (FTF). Examples of FTF 
include suppression task force, breeching task force, lobby 
control, and elevato1· control. 

A.3.3.32 Hazardous Device. A hazardous device can include 
but is not limited to improvised explosive device (IED), 
aircraft, unmanned ae1·ial system, vehicle, and weapon or 
weapon component. 

A.3.3.35 Incident Assistance Center (IAC). In some instances 
the name of the incident can be inserted for the term incident 
as determined by the AHJ. 
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A.3.3.40 Individual First Aid Kit (IFAK). IFAK equipment 
should be approved by the AHJ and can include, but is not 
limited to, the following: 

( 1 )  Tourniquet 
(2) Pressure dressing 
(3) Wound packing material (hemostatic dressing preferred) 
(4) Vented chest seals 
(5) Hypothermia blankets 
(6) Permanent marker 
(7) Protective gloves 
(8) Trauma shears 
(9) Means to document treatment 

A.3.3.43 Loading Zone. This point can be located in the warm 
zone. It is sometimes called an exchange point or a loading point. 
It should be part of an incident management structure and 
have supe1·vising personnel attached to it. Also, the means of 
transport can vary based on incident needs. Frequently, this is 
accomplished by ambulance but can also be by private vehicles, 
public u·ansit, or other means, depending on the incident. 

A.3.3.45 Mutual Aid. Formally executed mutual aid agree
ments should be established as part of the ASHER program 
and can assist with cost recovery. 

A.3.3.47 Notification Center. The notification center \vas 
previously referred to as the reunification center. Because of 
the possibility that not all victims are going to be reunited, the 
nomenclature has shifted in favor of the term notification. 
However, reunification is a vitally important activity that should 
take place at the notification center or other designated loca
tion. 

A.3.3.52 Public Access Trawna Kits. The preventable causes 
of death due to trauma can be found here: http:/ /wwvv.c
tecc.org/ guidelines. 

These kits, which are frequently co-located with AEDs and 
contain medical supplies as approved by the AJU, should be 
easily identifiable to the lay person and can include but are not 
limited to the following: 

( 1 )  Instructional materials 
(2) Tourniquets 
(3) Gauze and bandages 
( 4) Pressure dressings 
(5) Wound packing material (hemostatic dressing prefer-

red) 
(6) Vented chest seals 
(7) Hypothermia blankets 
(8) Permanent marker 
(9) Protective gloves 

(10) Trauma shears 
( 1 1 )  Means to document care 

A.3.3.58 Secured. Secondary clear is a slow methodical, 
systematic search by law enforcement of the entire affected 
area ensuring no hostile hazards or threats exist. 

A.3.3.60 Threat-Based Care. Tiueat-based care can occur in 
any zone. 

A.3.3.64 Unified Command Post. Also known as a location 
within the cold zone where command and tactical objectives 
are set. 

A.3.3.65 Victim. This is a broader tenn than casualty because 
it extends beyond just those that are physically injured or 
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killed. Some communities or organizations could choose to use 
the term survivor. However, federal law recognizes the tenn 
victim in regard to assistance and compensation. Therefore, 
victim is the necessary term for planning and documentation. 

A.3.3.66 Victim Advocate. Advocates offer victims info1-matio
nand emotional support, and help find resources and fill out 
paperwork. Sometimes, advocates go to court with victims. 
Advocates might also contact organizations, such as criminal 
justice or social service agencies, to get help or information for 
victims. Some advocates staff crisis hotlines, run support 
groups, or provide in-person counseling. Victim advocates 
could also be called victim service providers, victim/witness 
coordinators, or victim/witness specialists. 

A.3.3.67 Victim Navigator. A victim navigato1-'s role can vary, 
depending on the nature and scope of the incident. A victim 
navigator can serve as the singular point of contact for law 
enforcement, victim service providers, media, and others wish
ing to contact the victims or families. Services can also include 
advising family caregivers; providing psychosocial support, 
education, and counseling; making referrals for other services; 
creating plans for treatment or recovery; and following client 
progress with treatment plans. Victim navigators could also be 
called victim liaisons. 

A.3.3.68.1 Rescue Task Force (RTF). The law enforcement 
officers (LEO) or armed security are assigned as force protec
tion for this team and should not separate from the fire and 
EMS personnel. Based on the scene, number of victims, and 
available emergency personnel, tl1ere could be more than one 
RTF assigned. 

A.3.3. 71 Zones. These zones are subject to change based on 
the incident evolution. 

A.3.3.71.1 Hot Zone. A hot zone is any uncontrolled area 
where an active shooter/hostile threat could directly engage 
responders. 

A.3.3. 71.2 Warm Zone. A warm zone is an area where law 
enforcement has cleared or secured or is geographically isola
ted from the threat. This zone is clear of an obvious threat, but 
a threat could emerge or re-emerge. 

A.3.3.71.3 Cold Zone. Some items that should be located in 
the cold zone are threat-based care and transport, patient load
ing, w1ified command post, and staging. 

A.4.2(1) To ensure effective and efficient coordination it is 
recommended that an appointed program manager or 
committee of integrated/ cross-functional membership be 
responsible for the overall coordination of the program. 

A.4.2(18) Additional after action reporting guidance can be 
found in Annex C. 

A.5.1.1  A risk assessment is the determination of quantitative 
or qualitative estimate of risk related to a well-defined situation 
and a 1-ecognized tl1reat (also called hazard). Risk assessment 
requires calculations of two components of risk: the magnitude 
of the potential loss and the probability that the loss will  occur. 

A.5.2.1 Identifying at-risk locations, which is the first step in 
the risk a�sessment process, includes but is not limited to 
collecting information regarding the locations and types of 
targets wiiliin the organization/jurisdiction. 
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A.5.2.2 Examples of at-risk locations include, but are not !uni
ted to, sporting events, concert venues, malls and other shop
ping facilities, community festivals, public gatherings, religious 
facilities, protests/ demonstrations, educational facilities, 
schools, and military installations. 

A.5.2.2.2(2) Examples of critical facilities include homes, 
schools, hospitals, businesses, and offices. Examples of critical 
infrastructures include power, communication, and medical . 

A.5.2.2.2(3) Examples of positions that would provide a tacti
cal advantage include, but are not limited to, elevated viewing 
positions, underground garages, hiding positions, and nearby 
rooftops. 

A.5.3 Estimated outcomes should be based on realistic worst
case scena1-ios, especially for high-frequency, high-1-isk events. 

A.5.4 Operational performance is a function of three consid
erations: resource availability/reliability, agency capability, and 
overall operational effectiveness. Resource availability I reliabil
ity is the degree to which the resotu-ces are ready and available 
to respond. Department capability is the ability of the resources 
deployed to manage an incident. Operational effectiveness is 
the product of availability and capability. It is the outcome 
achieved by the deployed resources or a measure of the ability 
to match resources deployed to the risk level to which they are 
responding. The resources (personnel and equipment) needed 
for the response must consider the potential outcomes, includ
ing civilian injury and death, responder irtiury and death, and 
property loss. See Figure A.5.4. 

A.5.4.1 The community risk assessment should be reviewed 
annually or when changes take place that affect the original 
assessment. Verifiable resources should be consulted to deter
mine the most common types of threats in other incidents. 
This data should then be compared to the sites identified 
within the jurisdiction to determine if there is a high or low 
probability of an incident occurring. 

Information on target locations and types can be found from 
tl1e following sources: 

( 1 )  Local public safety agencies 
(2) Local emergency management 
(3) Homeland Security Intelligence Network (HSIN) 
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( 4) Fusion centers 
(5) Joint counter-terrorism assessment teams 
(6) Joint terrorism task force 
(7) National organizations 
(8) Federal Bureau of Investigation (FBI) 
(9) Historical records 
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A.5.4.2 In locations consisting of multiple structures with simi
lar configurntions, uses, and capacities, a consolidated assess
ment can be conducted. 

Examples of occupant/attendee preparedness measures 
include, but are not limited to, bleeding control kits, bleeding 
control U'aining, "run, hide, fight/avoid, deny, defend," and an 
emergency action plan. 

Facilities identified as needing an individual facility risk 
assessment should follow a prescribed risk assessment method
ology such as, but not limited to, the following: 

( 1 )  NFPA 99 
(2) NFPA 730 
(3) NFPA 1600 
(4) NFPA 1620 
(5) ISO/ IEC 31010:2019 
( 6) CF AI Risk Assessment Manual 
(7) ASIS Standard for Risk Assessments 
(8) PASS, guidelines 
(9) FEMA CPG 201 

A.5.4.2(5) Examples of security capabilities of the venue 
include, but are not limited to, audio/visual monitoring, secur
ity personnel, threat detection systems, electronic premises 
security systems, and other measures to counter or restrict 
assailant access. 

A.5.4.2(13) Protective features can include ballistic glass, 
impact glass, and fortified doors/locks. 

A.5.4.2(19) Examples of emergency responder accessibility 
include, but are not limited to, lock box locations, access to fire 
control system(s), access to a gated community, access to a 
secure compound, and access to keys, key cards, codes, or 
credentials. 

A.5.4.2(20) This can include public access U'auma control kits 
for lay rescuers and specialized medical equipment for internal 
and trained/licensed personnel who are part of an internal 
response team. 

A.5.4.2(21) This plan should assist with coordination between 
the facility/venue and the AHJ. 

A.5.4.4 Geographic threat assessments utilize GISs that allow 
the user to better visualize, question, analyze, interpret, and 
understand interdependencies, patterns, and trends. 

A.6.1.2 A useful tool for some pre-incident planning activities 
is NFPA 1620 

A.6.2 Plans are not a scripting process to dictate specific 
actions but rather to scope the multi-agency coordination 
theme of the plan. The plan can be, but doesn't have to be, a 
component of a comp1·ehensive all-hazards plan. Plans should 
identify goals, functions, and desired outcomes. 

A.6.2.1 Multi-agency and multidiscipline relationships should 
provide a starting point for planning, u·aining, exercising, on
scene, and recovery operations. This will improve integration, 
response, and recovery capabilities. 
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A.6.2.4 The planning team is a group authorized by the AH.J 
to develop the plan. 

A.6.2.6 Developing relationships between agencies, as well as 
interdisciplinary emergency and nonemergency operations, is 
vital to the success of an organized mission-oriented response. 

A.6.3 Plans should mirror the National Response Framework 
(NRF) and National Preparedness Goals and include emer
gency support functions (ESFs) in annexes. Every state should 
already have an EOP that complements the NRF and that 
works in concert with FEMA. 

A.6.4 SOPs enable personnel to operate at an ASHE incident 
where hazards are identified, risks are assessed, and response 
options are chosen based on the AHJ's concept of operations, 
available 1·esow·ces and capabilities, and the 1·esponder's level 
of U'aining. For plans related to specific facilities or sU'uctures, 
NFPA 101 and NFPA 1620 have additional requirements for 
SOPs that should be taken into consideration. 

A.6.4.2 SOPs should contain at a minimum the following 
items: 

( 1 )  lnU'oduction 
(2) Scope 
(3) Pmpose 
( 4) Definitions 
(5) Health and safety of responders 
(6) Response information and mutual aid 
(7) Operations 
(8) Equipment 
(9) Unique site-specific infonnation 

( 10) Pre-incident plans 
( 1 1 )  Threat assessments 
(12) Consideration of operational impacts on the community 
(13) Training 
(14) Exercises 
( 15) Recovery 
(16) Continuity of operations 
(17) Behavioral health support and recovery 
(18) Incident documentation and after action repo1·ting 

A.6.5.3 Restoring personnel to operational readiness can 
include short- and long-term behavioral health resiliency. 

A.6.5.4 Annex C contains guidance for developing an AAR. 

A.6.7.2 The guidelines should focus on ensuring that an 
entire jurisdiction can respond to any threat or hazard, includ
ing those with cascading e ffects. Emphasis should be on saving 
and sustaining lives. Significant incidents demand a much 
broader set of atypical partners to meet the demands of the 
incident. 

A.6.7.2(10) This can include but is not limited to wound care, 
critical actions (run, hide, fight/avoid, deny, defend, etc.) ,  
lockdown procedures, and pre-existing plans (meeting points, 
contact numbers, phone trees, etc.) .  

A.6.8 SOGs, SOPs, EOPs, and other response program docu
ments can contain critical and sensitive information that can be 
used by adversaries against emergency responders. 

A.6.9.1 Information and intelligence sharing can require an 
MOU between ASHER program participating organizations to 
ensure that material and information can be effectively distrib
uted in accordance with classification policies. 
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A. 7.1 Resource and team typing categories (such as those in 
NIMS) should describe resources by capacity and capability. 
Team and resource typing should provide AHJs and on-scene 
incident management with the following: 

( 1)  Enhanced emergency readiness 
(2) Guidance for equipment purchasing and subsequent 

training 
(3) Ease in identifying, requesting, and U'acking resources by 

type 

A. 7.3 Mutual aid 1·esources should be a source of personnel, 
equipment, and support to address the incident and associated 
community needs. 

Some mutual aid relationships might require advance agree
ments outlining the provision and sharing of services prior to 
deploying to incident5. An example of this is NIMS on the 
local, state, and national levels. 

A. 7.4 Proper documentation of inventory and use is an impor
tant aspect of supply management. An example of prestaging 
essential supplies for a mass casualty incident might include 
implementing a free-standing mobile care platform that 
contains all necessary supplies for treatment, PPE devices, and 
oxygen delivery. Pre-positioning of these supplies will allow 
flexibility of deployment from a single location where all 
aspect5 of care and safety are already assembled and ready to 
go. These carts can be positioned in hospitals, schools that are 
predesignated as shelters, and public venues such as sports 
stadiums and convention centers that can be used for evacua
tion locations. 

NIMS also includes information on resource management. 

A.8.2.1 vVhile it is acknowledged that many incident5 are 
primarily managed by one agency or type of service (law 
enforcement, fire, EMS) based on the needs of the incident, it 
should also be understood that at most incidents there is over
lap, and the continued use of unified command at even the 
most minor incident will set a framework and existing practice 
for its use at a major cross-functional incident such as an ASHE 
incident. An example is to utilize unified command for the 
planning and management of community functions, special 
events, and high-threat venues. 

A.8.2.3.l Members of the unified command should be physi
cally co-located to maintain constant communications and 
share pertinent information. 

A.8.2.3.3(5) An example of direct supervision over a func
tional group would be a rescue group supervisor. 

A.8.3.1(2) Examples of specific characteristics include 
whether it is an open area, the structure or facility type, security 
systems, alarm and signal systems, population characteristics, 
and other considerations. 

A.8.4.1 These practices should ensure a face-to-face unified 
command with their functional coumerpart(s). 

A.8.4.2(5) Examples of this include, but are not limited to, 
facility managers, school principals, health care representatives, 
victim witness specialists, and special event planners. 

A.8.4.3 Essential to a successful outcome is the focus on 
shared information. 

A.8.6 As an incident evolves, the disciplines essential for a 
unified command could also evolve. Disciplines outside of the 
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U'aditional response roles can be folded into unified command 
as they assume 1·esponsibility fo1- components of the incident. 

A.8.7 Annex C contains guidance on AAR development and 
content. 

A.9.1.1  Requirement5 in building, fo-e, and life safety codes 
are intended to establish, among other things, a reasonable 
level of safety for occupants from fire, explosion, and other 
hazards, and to provide a reasonable level of safety to firefight
ers and emergency responders during emergency operations. 
Providing protection against ASHE incidents could require 
p1·otection methods in addition to those required by building, 
fire, and life safety codes. The additional ASHE incident 
protection measures should complement, and not conflict 
with, protection measures in the legally adopted building, fire, 
and life safety codes. A comprehensive risk assessment is bene
ficial to ensure each potential hazard is addressed through an 
all-haza1·d approach that does not improve 1·isk mitigation for 
one hazard while reducing the risk mitigation for other 
hazards. 

A.9.1.2 It is ultimately the 1·esponsibility of the facility, the 
stakeholders, and the AHJ to determine that a facility is at risk 
for an ASHE incident. 

A.9.2.1 (2) The plan should consider the nature and character 
of the occupants. The capability of the occupants has a direct 
effect on the plan requirements of the building owner and 
manager. For example, school child1·en (K-12) will need more 
faculty /staff guidance on the procedures and actions to take. 
Occupants in a business occupancy, however, are likely to act 
more independently based on the plan. Responses in a health 
care/supervised care occupancy would involve staff assistance 
to aid patient5. 

A.9.2.1 (3) Facility training programs should consider multiple 
options for occupant preparedness actions. These expected 
actions should be determined ba5ed on risk assessment and 
resource availability and through the planning process with the 
AHJ. Examples include lockdown procedures, run/hide/fight, 
avoid/deny/defend, and so forth. 

A.9.2.1(6) Protective features can include ballistic glass, 
impact glass, fortified doors/locks. 

A.9.2.1 (7) This encompasses physical security, electronic 
security, and cyber security. 

A.9.2.1 (8) This includes in-building mass notification systems 
such as voice evacuation systems, area of refuge intercom 
systems, panic/ duress alarms, and visual and audible alerting 
systems. 

A.9.2.1(10) Depending on system type, they should be compli
ant with NFPA 1221 and NFPA 72. 

A.9.2.2 Mobility for this discussion is defined as the ability of 
an individual occupant to mentally comprehend and physically 
address the efforts required to evacuate, shelter, or defend in 
place in the case of an ASHE incident. The following guide
lines can be used for evaluating this characteristic : 

( 1 )  Limited mobi.lity: Individuals who possess access or func
tional disabilities who would require the assistance of 
another individual to evacuate, shelter, or defend in place 

(2) Mobile: Individuals who possess the capability to evacuate, 
shelter, or defend in place on their own 
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A.9.3 EAPs, including which occupancy types are required to 
have an EAP, are specified in NFPA 101. EAPs for hospitals 
should follow NFPA 99. Other facilities should follow guide
lines specific to their occupancy or as directed by the AHJ. 

A.9.3.1 Notification procedures can be found in Chapter 20. 
Facilities should implement a public access trauma kit program 
that addresses all of the preventable causes of death due to 
trauma. 

A.9.3.1(1) Consider DHS cyber and infrastructure security 
assessment (www.cisa.gov) and the PASS guidelines 
(w\vw.passk12.org). NFPA 1600 and NFPA 1620 also have risk 
assessment and pre-incident planning guidance. 

A.9.4.2 Where the fire alarm system is used as the means of 
emergency communications, it should be in accordance with 
NFPA 72 and NFPA 1221. Facilities should consider adding new 
technology to increase their preparedness for ASHE incidents. 
This could include, but is not limited to, the following: 

(1) Increased surveillance, including video 
(2) Threat detection systems 
(3) Mass notification systems 
(4) Increased radio frequency identification (RFID) badging 
(5) Access control software 
(6) Signage and signal systems that can change instructions 

in real time based on incident information and needs 

For example, facilities should explo1-e systems that can 
enhance detection and response capabilities in order to 
address threats faster and move people to safer locations. 
NFPA 730 describes construction, protection, and practices 
intended to reduce security vulnerabilities to life and property. 
Among other things, it covers administrative controls, security 
perimeters, accessory propeny, and occupancy-specific protec
tion. Where provided, the electronic premises security systems 
should be installed tested and maintained in accordance with 
NFPA 731. 

A.9.5 This should apply to any facility that has an EAP with an 
ASHER program annex or an individual ASHER program. 
Exercises can include any of the following: 

( 1) Discussion-based exercises including the following: 

(a) Seminars 
(b) Workshops 
(c) Tabletop exercises (TTXs) 
(d) Ga mes 

(2) Operations-based exercises including the following: 

(a) Drills 
(b) Functional exercises (FEs) 
(c) Full-scale exercises (FSEs) 

This information was taken from The Homeland Security 
Exercise and Evaluation Program (HSEEP). Exercises should 
be conducted with partner agencies, facilities, and AHJs when
ever possible. 

A.9.5.1 First responders and representatives of the AHJ should 
be invited to exercises. The owner should try to accommodate 
AHJ participation whenever possible. 

A.9.5.2 Examples of organizations with multiple buildings on 
a single campus include, but are not Limited to, schools, college 
campuses, hospitals, and military installations. Effective exerci
ses should involve different scenarios and portions of the 
facility or different buildings. 
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A.10.1.2 Financial management element5 can vary based on 
the type of organization. Financial management elements 
encompass funding sources and processes, budgetary processes 
and procedures, capital and operations budgets, program costs, 
and cost recovery. A critical challenge for an ASHER program 
is to ensure adequate funding for assigned missions, tasks, 
training, and equipment. 

A.10.3 Revenue som·ces can include, but are not limited to, 
response agency or organization budgets, state or federal 
grants, cooperative agreements, donations, fees, and cost recov
ery associated with events. Fiscal responsibilities fo1- organiza
tions participating in a multi-agency program agreement 
should be well defined and agreed on in advance. ASHER 
program managers should be aware of alternative revenue 
sources that might be available. 

There could be federal funding available to assist the AHJ in 
supporting the costs of equipment, staffing, and training. The 
exact eligibility rules and funding provisions can vary depend
ing on the agency, program, and fiscal year appropriation. 
Federal agencies such as the Department of Homeland Security 
and the Department ofjustice could also offer technical assis
tance and training to first responder agencies at the state, local, 
and tribal levels that address the competencies outlined in 
Chapters 13 and 14. 

The Catalog of Federal Domestic Assistance (CFDA) 
provides a listing of all federal programs that provide assistance 
or benefits available to state and local governments, federally 
recognized Indian tribal governments, and territories (and 
possessions) of the United States. 

State and local grant programs vary from jurisdiction to juris
diction. Some grant programs are supported by private indus
try, and others come from government agencies. Local agency 
and industry, stakeholders should be contacted to determine 
what grants are available. 

A.10.4 These cost centers might include initial and ongoing 
costs related to supplies and equipment, training and exercises, 
personnel, education and outreach programs, administrative 
support and services, and fixed asset and capital item mainte
nance and replacement. 

A.10.5 The AHJ can have ordinances or rules that allow for 
cost recovery where the responsible party provides 1-eimburse
ment for certain supplies. (For more information, go to 
www.ovc.gov.) 

A.11.2 911 public safety answering points (PSAPs) are often 
the first point of contact for victims experiencing or fleeing an 
ASHE incident. Calls can be received by voice, by text, or from 
other means. In addition to 911 services, communication 
centers can dispatch initial resources or make police, fire, EMS, 
munial aid, and administrative notifications. 

A.11.2.3 Training fo1- communications center personnel can 
include exercises, scenarios, formal classes, and online u-aining 
programs. AHJs are encouraged to include communications 
center personnel in tabletop exe1·cises, drills, and any other 
multiagency training. 

A.11.3 Such relationships should include managing emer
gency information, providing a unified communication control 
system, transmitting safe scene information cross agency with 
priority, transferring or handling (without duplicating) event 
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information, and ensuring compatibility of communication 
devices. 

A.11.4 Many systems and AHJs are currently utilizing 
computer-aided dispatch (CAD) systems. The requirements, 
qualifications, and training refe1·enced in NFPA 1221 and 
NFPA 1061 regarding incident/tactical dispatch are appropri
ate for any public safety telecommunicator managing an ASHE 
incident, even if that dispatche1- does not physically respond to 
the scene. 

A.11.4.1 Considerations should include the following: 

( 1 )  Implementation and support of text t o  9 1 1  
(2) Implementation and support of NG911 
(3) Resiliency and continuity of operations 
( 4) Incident/tactical dispatch needs 
(5) Increased volume of emergency and nonemergency calls 
(6) Staffing of emergency communications centei-
(7) Robust and comprehensive backup and rollover process 

potentially to a larger center with greater ability to handle 
a large call volume 

(8) Relief of communications personnel 
(9) Behavioral health a5sistance 

A.11.4.2 Chapter 6 of NFPA 1061 is being refe1·enced he1·e 
rather than exu-acting entire sections of the document. 
Communications personnel should also consider the use of an 
encrypted tactical channel if one is available and is part of their 
local policies and procedures. 

A.11.5 All systems utilized for emergency incident communi
cations management and support should be configured and 
enabled to facilitate sharing of incident data and related infor
mation. 

A.11.7.1 This is where interoperability is important. Preplan
ning/testing the use and capability of radio communications 
amongst local and regional responding agencies is important, 
as is the ability for all (treatment, triage, transport, hospital, 
etc.) to talk on the radio to each other when they have shared 
responsibilities. 

A.11.8 In many jurisdictions these have a specific name or 
level. They usually consist of a predetermined number of 
resources that a dispatcher can send at once to the incident so 
that resources are on scene in a more timely manner. Many 

jurisdictions call these packages specific names (alarm compa
nies, task forces, strike teams, etc.) .  Some jurisdictions also 
allow first arriving resources and incident command to order 
these packages in an escalating manner as they manage the 
incident. 

A.12.1.3.l Hot 7.one Tasks. Law enforcement personnel who 
operate in a hot zone should be able to perform the following 
ta5ks: 

( 1 )  Recognize the presence of the incident, conduct an evalu
ation, respond, and appropriately address the threat(s) 

(2) Provide incident infonnation to other 1·esponding 
personnel, which can include the following: 

(a) Size-up 
(b) Make a major incident notification 
(c) Identify the exact location of the incident (to 

reduce multi-incident confusion) 
( d) Identify the type of attack or incident 
(e) Announce the presence of known hazards 
(f) Provide access for incoming responders 
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(g) Identify the potential number and location of casu
alties 

(h) Identify additional resources required 
(3) Take measures to ensure their personal safety including 

donning appropriate PPE and identifiable garments 
(4) Provide appropriate direction to victims while gathering 

information 
(5) Establish a hot zone(s) perimeter. 
(6) Be prepared to provide self-medical aid or buddy medical 

aid 

Emphasis should be given to establishing an incident 
commander until command and conu-ol is established as 
detailed in Chapter 8. 

Warm 7.one Tasks. Law enforcement personnel who operate in 
a warm zone should be able to perform the following tasks: 

( 1 )  Establish command and conu-ol as detailed i n  Chapter 8, 
including the following: 

(a) Operate within in the unified command su-ucuu-e 
(b) Assemble contact teams and/or operate as part of 

the law enforcement branch within the incident 
command system 

(2) Constantly evaluate the scene for emerging or re
emerging threats 

(3) Be able to complete mission-specific tasks for each type 
of hazard and participate in mission-specific teams 

( 4) Be able to conduct casualty exu-action techniques 
according to agency policies and procedures 

(5) Be able to act as force protection for fire and EMS 
personnel (rescue task force) 

(6) Provide security to a perimeter, con-idor(s), or protected 
island(s) to facilitate emergency medical and fire opera-
tions 

(7) Provide approp1·iate direction to victims - egress vs. 
shelter in place 

(8) Communicate with and update unified command 
(9) Support evidence and witness p1-eservation 

(10) Provide threat-based care 

Cold 7.one Tasks. Law enforcement personnel who operate in 
a cold zone should be able to perform the following tasks: 

( 1 )  Establish command and control as detailed i n  Chapter 8, 
including the following: 

(a) Operate within in the unified command stmcuire 
(b) Operate as a component within the law enforce-

ment branch within d1e incident command system 
(2) Constantly evaluate the scene for emerging or re

eme1·ging threats 
(3) Be able to conduct casualty extraction techniques 

according to agency policies and procedures 
( 4) Provide secmity to a perimeter and to the unified 

command post 
(5) Coordinate emergency vehicle ingress/egress, including 

helicopter landing zones, if needed 
(6) Support evidence and witness preservation 
(7) Screen individuals present for additional threats 
(8) Provide security for personal possessions left behind by 

fleeing victims 
(9) Gather victim information and provide support 

(10) Provide threat-based ca1·e 

Recommended Associated OffSite Operations Tasks. Law enforce
ment personnel who operate in operational areas that are asso-
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ciated but off-site, should be able to perform the following 
tasks: 

( l )  Operate as a functional position within the unified 
command post 

(2) A5sist with public information as detailed in Chapter 17 
(3) Assist with family notification 
( 4) Conduct witness interviews 
(5) Participate in evidence collection 
(6) Provide security support to associated sites such as media 

areas and witness interview areas. 
(7) Support emotional and behavioral support missions 
(8) Serve as victim liaisons 

Recommended Competencies. 

Recommended Competencies for Law Enforcement Personnel \Vhen 
operating at an ASHE Incident. Law enforcement officers should 
receive training to be able to conduct tasks in the hot zone. 
Officers should be knowledgeable of all local plans, policies, 
and procedures, including the following: 

( 1 )  Major incident notification procedures 
(2) Available resources 
(3) Procedures for activating the local ASHER plan 
(4) Communications plan and procedures 
(5) "Officer Down" procedure, or equivalent, based on local 

policy, protocol, and procedure 
(6) Local procedures for clearing areas and designating 

zones 
(7) Local procedures for establishing perimeters and provid

ing security to other responders 
(8) Available medical supplies and resources and their 

appropriate and prescribed uses within the adopted 
scope of practice 

(9) Available PPE and their appropriate and prescribed uses 
(10) Local policies and procedures fo1· operating with 

responders from partner agencies and jurisdictions 
( 1 1 )  Warm zone care and rescue concepts, including, but not 

limited to, the following: 

(a) Rescue task force 
(b) Law enfi)l"cement rescue teams 
(c) Protected island operations 
(d) Protected corridor operations 

(12) Principles of the law enfo1·cement branch, including the 
following: 

(a) Contact teams (including solo and multi-officer 
response) 

(b) Security/rescue teams 
(c) Perimeter protection 
(d) Evidence collection 
(e) V1Titness identification and interviews 

(13) Basic breaching techniques 
(14) Local responder identification plans in order to differ

entiate responders from other parties 
(15) Ability to clear traffic and roadways to support move

ment of victims and possible evacuations 
(16) Local policies and procedures for the transition of active 

to recovery operations 
(17) Basic improvised explosive devices (IED) recognition 

and considerations 
(18) Basic recognition of pe1·peu·ator use of chemical muni

tions and protective measures 
(19) Procedures for checking into the incident with unified 

command for accountability and assignment (no self
deployment without notification) 
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(20) Understanding of relevant associated off-site operations 
and providing security for these off�site operations, 
including the following: 

(a) Notification centers 
(b) 
(c) 
(d) 
(e) 

Incident assistance center 
Public information distribution 
Hospitals 
Witness interview and debrief locations 

(f) Transport zones 
(g) Mobile conununications support 
Wiu1ess and victim identification (21)  

(22) Hazardous materials awareness level as defined in 
NFPA 472 01· NFPA 1072 

Recmmnended O:nnpetencies for Law Enforcement Officers VWien 
operating at Vehicle as a Weapon Incidents. Law enforcement offi
cers should have knowledge of local policies for vehicle as a 
weapon engagement. This should include the following: 

( 1 )  Vehicle immobilization techniques 
(2) Vehicle-borne IED (VBIED) identification 

Recommended Competencies for Law Enforcement Office rs When 
operating at an Active JED Incident. Law enforcement officers 
should have knowledge of local IED response policy. This 
should include the following: 

(1)  Time, distance, and shielding, using the Department of 
Homeland Security (DHS) stand-off chart 

(2) Post-blast transition to fire event/structural collapse 

For more information, see http:/ /regulationspoli-
cies .usf.edu/ policies-and-procedures/ pdfa/ policy-6-002-bomb
threat-stand-off-chart-a. pdf. 

Recommended Competencies for Law Enforcement Officers VWien 
Operating at Fire as a Weapon Incidents. Law enforcement officers 
should have knowledge of basic fire-fighting operations, which 
can include the following: 

( 1 )  The ability to recognize an irrunediately dangerous to life 
and health (IDLH) situations as pertains to respiratory 
and thermal protection 

(2) Ccroccurrence threats (fire as a weapon often occurs in 
tandem with a second hostile event) 

(3) Local fire deparunent capabilities and their specific oper
ations 

(4) AHJ's requirements for fire as a weapon incidents 
(5) Movement techniques in a smoke environment, such as 

how to drop to the floor whe1·e there could be breathable 
air and how to move along the \valls in order to find an 
exit 

(6) Partnering with the local fire deparunent to obtain basic 
fire-fighting training and instruction on how to properly 
use fire extinguishers to put out small fires 

A.12.1.3.3 At a minimum this medical care knowledge should 
include the following: 

( 1 )  Hemorrhage conu·ol 
(2) Basic airway 
(3) Respiratory management 
( 4) Casualty extraction 
(5) Hypothermia management 

Examples of threat-based systems of care include, but are not 
limited to, the following: 

( 1 )  The system of care that is used to provide medical aid to 
self and othe1·s, including emergency patient care for the 
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civilian environment, should be in accordance with the 
Tactical Emergency Casualty Care (TECC) Guidelines for 
First Responders with a Duty to Act and Guidelines for 
BL')/ ALS Medical Providers. 

(2) The military equivalent is Tactical Combat Casualty Care 
(TCCC). 

A.13.1.1 The intent of this section is to define competencies 
fo1· both fire and EMS functions regardless of agency configura
tion. It is understood that some agencies provide dual services 
that are comprised of both traditional fire and medical service 
delivery while others are provided by separate entities with 
different command structures. It is important for agencies to 
apply the sections of this chapter that relate to the services 
delivered. 

A.13.2.2 For more information, go to www.c-tecc.org. 

A.13.3.1.1  Fire and EMS do not typically operate in a hot zone 
at ASHE incidents. It is understood that diffe1·ent mtmicipali
ties and jurisdictions cottld have the ability to do so as part of a 
specialized team. 

A.13.3.3(5) The federal government recommends using the 
Model Uniformed Core Criteria/Sort-Assess-Lifesaving 
Interventions-Treatment/Triage (MUCC/SALT) system. 
(https: / /www.ems.gov/nemsac/dec2013/FICEMS-MUCC
Implementation-Plan.pdf). 

A.13.4.1.2(22) The risk model should be based on the AHJs 
current risk analysis policy, procedure, or model. 

A.13.4.3 For more information, see http://regulationspoli
cies.usf.edu/ policies-and-procedures/ pdfs/ policy-6-002-bomb
threat-stand-off-chart-a. pdf. 

A.14.2.3 Zone definitions follow the general location of the 
threat(s). Hot zone operations should also consider a ballistic 
helmet, a radio with shoulder strap, and remote microphones 
with earpieces, flashlight, and individual first-aid kit (IFAK). 
See Chapters 8, 12, and 13 for warm zone operation. 

A.14.2.4 Deployment models can include, but are not limited 
to, the following: 

( l )  Individually issued 
(2) Issued to each applicable responder or responder posi-

tion on the vehicle 
(3) Command and/01- supervisory vehicles 

A.14.3.1 The NI] establishes minimum performance standards 
for body armor and administers a program to test armor for 
compliance. Type ID-A ballistic panels provide ballistic penetra
tion protection for most standard handgun and shotgun 
ammunition. 

A.14.3.1.1  For more information on NIJ compliant products 
list go to www.nij.gov/topics/technology/body-armor/Pages/ 
compliant-ballistic-annor.aspx. 

A.14.3.2 Examples of integrated response teams include 
rescue task force, protected corrido1� and protected island. 

A.14.4 For PPE and BPE worn externally, additional marking 
can be used to designate rank officers and should be based on 
operational functions. 

A.14.5 NIJ provides an explanatory video on care and mainte
nance at http: / /youtu.be/R85mWoCBR50. 
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A.15.1.1.l Examples of available training can include, but are 
not limited to, Advanced Law Enforcement Rapid Response 
Training (ALERRT), Tactical Emergency Casualty Care 
(TECC), or Tactical Combat Casualty Care (TCCC). 

A.15.2.1 The entities can include but are not limited to law 
enforcement, fire, EMS, private security, victim advocates, 
federal/state/local/tribal assets, health care, and emergency 
management. 

A.15.2.2 Training can include scheduled or no notice sessions. 

A.15.2.4 The lessons learned identified in the AAR of the 
exercise should be docwnented and distributed to all partici
pant agencies for use in adjusting training plans, policy and 
procedures, logistic planning, and resource acquisition plan
ning. These exercises can consist of one pa.rt of the program's 
plans or several. 

Exercises that fall under the HSEEP scope include the 
following: 

(1) Full scale 
(2) Tabletop 
(3) Functional 

It is a best practice to exercise different portions or elements 
of the program each year in order to continuously improve the 
program's capabilities. 

A.15.3 This training should be based on the risk assessment 
and partnerships formed with facility mangers as outlined in 
Chapters 5 and 9. 

A.16.2.1 (3) These materials can include videos, handout�, 
published papers, online learning, and other similar educa
tional material. 

A.16.3 More information can be found at W\vw·.stopthe
bleed.01·g and www.dhs.gov/sites/ default/files/publications/ 
active-shooter-pamphlet-2017-508.pdf. 

Public involvement is vita.I to provide additional support to 
response personnel and can often be the primary source of 
response in the first hours or clays after a catastrophic event. As 
such, the public should be encouraged to train, exercise, and 
partner with each otl1e1- and emergency management officials. 

A.16.3(3)(a) An example of a survival strategy is "rtm, hide, 
fight." The United States federal government recommends 
teaching the public to run, hide, and then fight. Anotl1er 
example is "avoid, deny, defend." 

A.16.3(3)(b) Other interventions include civilian treatment 
for airway, respiratory, hypothermia, and extraction. The 
United States federal government also encourages teaching the 
public bleeding control measures via the "Stop the Bleed" 
campaign (W\vw.dhs.gov /stopthebleed) and the ''You Are the 
Help Until Help Arrives" program, which addresses the time 
interval before arrival of professional responders. 
(W\vw.comm uni t:y.fema..gov I until-help-arrives). 

A.16.3(4) Information specific to people with disabilities as 
well as others with access and functional needs should be inclu
ded. For people who might have a physical 01· mental disability 
or language access issue, the following should be included in 
preparedness plans: 

(1) Communication needs (not able to hear verbal 
announcements or alerts, see directional signa.ge, 
communicate with respondents) 
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(2) Maintaining health (acute medical needs requmng 
support or trained medical professionals, medications, 
access) 

(3) Tnclepenclence (providing physical and programmatic 
access, durable medical equipment needs/service 
animal) 

( 4) Support and safety (loss of support of personal assistant5, 
children and supervision) 

(5) Transportation (nor able co drive, assistance with evacua-
tion) 

A.17.1 Users of NFPA 3000 are encouraged Co review the 
information in NIMS, specifically FEMA 517, Ba5ic Guidance for 
Public Information Officers (P!Os); Job Aid: Public Information 
Staffing and Skills Checklist; and FEMA Lesson 5: Public Infor
mation During the Incident. 

A.17.1.1 Organizations should coordinate their public infor
mation messaging with their AHJ. 

A.17.2.3 This communication includes press alerts and media 
advisories, press releases, briefings co victims, families, loved 
ones, and talking points. 

A.17.3(3) Providing assistance with notification helps co 
reduce ovenvhelming resources ac the scene with information 
1-equest5 and co provide for a secure and accessible gathering 
place in a cold zone where potential witnesses can be identified 
and interviewed to advance an ASHE incident investigation. 

A.17.3(4)(a) The PIO should be involved in assisting in the 
creation of messaging appropriate co communicate the essen
tial and timely information on the ASHER plan. 

A.17.3(4)(b) The PIO should be involved in the risk planning 
and coordination to acquire the appropriate communications 
contacts and familiarity with agencies and partners who could 
be 1-esources for mutual aid as well as all SOGs and SOPs devel
oped as pan of the planning process and pose-incident proce
dures. 

A.17.3(4)(c) The PIO should be involved in the risk assess
ment co acquire the appropriate communications contacts and 
familiarity for assessed organizations for information sharing, 
preparedness planning, analyzing consequences, and seamless 
information flow in the event of an ASHE incident 

A.17.3(6) Operational security could be put in jeopardy by any 
of the following: 

( 1 )  Media helicopters divulging response team location and 
movements 

(2) Misinformation on the current status of the ASHE inci-
dent 

(3) Disclosing the number of casualties 
( 4) Disclosing the number of perpetrators 

A.17.4.1 Accessing multiple layers (types and methods) of 
communication systems can increase effectiveness. Multiple 
layers provide an extra level of notification (a safety net). The 
overall mass notification system (MNS) application is likely to 
exploit a number of public and individual systems or compo
nents that combine to produce a reliable and robust solution 
co achieve emergency notification objectives. The IPAWS 
system consists of multiple layers. 

Layer 1 could consist of elements such as the following: 

( 1 )  Emergency voice/alann communications systems 
(EVACS) 

(2) In-building MNS 
(3) One-way voice communication systems (PA) 
( 4) Two-way voice communication systems 
(5) Visual notification appliances 
(6) Texn1al/digital signage/displays 
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Layer 2 could consist of elements such as the following: 

( 1)  Wide-area outdoor MNS 
(2) High-power loudspeaker arrays (HPLAs) 

Layer 3 could consist of elements such as the following: 

( 1 )  Short message service (SMS) 
(2) Email 
(3) 
(4) 
(5) 
(6) 

Computer pop-ups 
Smartphone applications (apps) 
Reverse 91 1/automated dialing 
Wireless emergency alert (WEA) 

Layer 4 could consist of elements such as the following: 

( 1 )  Radio broadcast (satellite, AM/FM) 
(2) Amateur radio (HAM) 
(3) Television broadcast (satellite, digital) 
(4) Location specific messages/notifications 
( 5) Weather radios 
(6) Social networks 

A.17.4.5 Test notifications should be appropriate and should 
not create panic. An example of this would be live social media 
posting of test events where they could be misunderstood as 
actual events 

A.17.4.6 The Clery Act provides timely warning and crime 
notification requirements. See www.clerycenter.org. 

A.17.5 Social media is valuable for refuting or verifying inci
dent information. It should be monitored as much as possible 
by the JIC if one has been established. 

A.17.5.1 External sources include social media and news 
reports. 

A.17.5.2 Appropriate and trending social media hashtags 
should be used to ensure the consistent delivery of approved 
messaging and information. Where possible, the same message 
from one source across all social media platforms should be 
used. 

A.17.5.3 This includes sharing operational information and 
data (e.g. pictures, video) that are not approved for release 
outside of the scene. 

A.17.6.1 The on-location media area should be distinct from 
the notification center and later incident assistance center, but 
sufficiently close to allow the sharing of information with both. 
When possible, victims and families should receive information 
prior to release to media and the general public. 

A.17.6.2 Managing the media area includes maintaining a 
general understanding of who is there, giving timely updates, 
and not letting them interfere with operations. 

A.17.6.3 The recovery phases are detailed in Chapter 20. 

A.18.2.1.1 Figure A.18.2. 1 . 1  shows an example of continuity of 
operation. 
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Continuity of Care and Business Operations 
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FIGURE A.18.2.1.l  Continuicy of Care and Business Operations Decision Flow Chart. [1616:Figure A.6.5.l] 

A.19.l NFPA 99 contains dedicated chapters that pi-ovide the 
requirements for emergency and security management in 
health care organizations. The emergency management provi
sions require the development of an emergency operations 
plan based on an all-hazards approach, including mass casualty 
events that can greatly increase the demand for services. The 
security management requirements state that facilities must 
conduct a secttrity vulnerability assessment that evaluates 
potential security risks to all individuals in the facility, and, as 
part of the plan, procedures must be identified for a number of 
incidents, including ASHE incidents. The requirements of 
NFPA 3000 are intended to supplement these overall plans by 
providing some of the specific recommendations health care 
receiving facilities must do in order to best support the integra
ted response to ASHE incidents. 

A.19.1.1 Some facilities are not expected to receive victims 
from such events as they do not possess the capability to ffeat 
victims from an ASHE incident. Behavioral health facilities are 
one example. 

A.19.1.2 Rapid categorization of severity during ASHE inci
dents is vital to reduce preventable loss of life. 
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A.19.1.2.l Scalability allows facilities to adjust their 1-esponse 
to meet the objectives of this standard. 

A.19.2 Exercises should be scalable in nature and conducted 
once annually, at a minimum. Exercises should follow FEMA 01-
facili ty-specific guidance for exercises. 

A.19.2.2 Hospital emergency management plans should 
include establishment of a notification center that coordinates 
with AH] notification center activities. The hospital notification 
center should be able to communicate freely and without 
disruption with the AHJ notification center. This is necessary 
because the public cottld overload the normal means of 
communication with the site. 

A.19.2.5 Assistance can consist of integrated response teams, 
site management, site security, patient decontamination, 
patient triage, patient treatment, incident command system, 
command and control, and other relevant services. 

A.19.3 While it is ideal that patient distribution takes place in 
an organized and coordinated manner, it is known that most 
frequently this is not the ca5e. 
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A.19.4 These means of communication can include the follow
ing: 

( 1 )  Phone 
(2) Dedicated radio frequency 
(3) Separate dispatcher 
( 4) Satellite phones 
(5) Electronic patient management systems 

A.19.4.3 This assignment should consist of at least one staff 
member who is singularly assigned to the role, but facilities 
should be prepa1-ed to add additional staff as needed based on 
the scale of the incident. 

A.19.5 Use of electronic, web-based systems for victim track
ing, notification of families and loved ones, and hospital capa
bilities (i.e., numbers of victims per triage category that can be 
managed as the incident progresses) should be considered. 
More information on victim identification and tracking can be 
found in Chapter 20. 

A.19.6.l Existing physical security measures include electronic 
access conu-ol and traffic barriers. On-duty staff members 
include security and facility staff. 

A.19.6.2 Measures for restricting access should include the 
following: 

( 1 )  Controlling access t o  security sensitive areas and high
risk deparunents 

(2) The process for identifying health care facility (HCF) 
staff and others (fire, law enforcement, EMS, public 
health) that requi1-e access 

(3) Communicating with on-duty and supplemental person
nel 

(4) Managing internal and external communications 
(5) Establishing and maintaining perimeters and related 

visitor protocols 
(6) Obtaining additional security and/or law enforcement 

staff 
(7) Establishing secure passage routes and u-ansportation 

for HCF staff 
(8) Managing the internal environment during access 

restrictions 
(9) Reversing the resu-icted access and opening areas 

(10) Testing and evaluating conu·olled access plans during 
emergency exercises with other HCFs and community 
agencies 

A.19.6.2(1) This can be accomplished in progressive stages 
and can involve the facility incident command structure. 

A.19.7.l It is highly 1-ecommended that the facilities use the 
hospital incident command system (HICS). 

A.20.l For details and a federal application, refer to the 
Victims of Crime Act and the Crime Victim's Fund at 
ww\v.ovc.gov /about/victimsfund.html. 

A.20.l.l.l The Mass Violence Toolkit, created by the Office 
for Victims of C1-ime, U.S. Depai-unent of Justice, was devel
oped to help communities prepare for and respond to victims 
of mass violence and terrorism-to include active shooters-in 
the most timely, effective, and compassionate manner possible. 
It is comprised of checklists, a compendium of resources, and 
other pertinent victim-related materials derived from opera
tional procedures, best practices, and lessons learned tlu-ough
out the victim services community. 
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A.20.l.l.l.l Steady state is also commonly referred to as the 
''new normal." 

A.20.2.l The notification center is typically used from the start 
of the ASHE incident until the 24- to 48-hour mark. 

A.20.2.2(8) The medical examiner or coroner's office should 
be considered for inclusion in the unified command, the notifi
cation center, and later, the incident assistance center. Their 
capabilities include gathe1-ing antemortem data and notifying 
the next of kin regarding the deceased. Placing the medical 
examiner or coroner in these places can alleviate the number 
of family membe1-s and victims arriving at othe1- locations, as 
well as approaching the medical examiner or coroner's office. 

A.20.2.3 This coordination includes the establishment of how 
all parties, both primary and supporting, can effectively accom
plish the necessa1y common strategy while coordinating and 
supporting each other's missions. 

In cases where multiple primary agencies share complemen
tary capacities at the statewide level, a facilitating team can be 
constituted to serve the role of the facilitating agency. 

A.20.2.3.2 All participating organizations are encouraged to 
sign a memorandum of w1derstanding or memorandum of 
agreement prior to any ASHE incident. 

A.20.2.3.2.3 Initial communication meetings should be 
conducted early following the event so that all organizations 
have consistent up-to-date information. 

A.20.2.3.4.l lf possible, the RC should be p1-eviously vetted 
and part of emergency planning prior to the incident. 

A.20.2.3.5(7) This should include considerations for persons 
with access and functional needs. 

A.20.2.3.6 Establishment, use, and communication regarding 
the immediate use of a notification center, to be later followed 
by an incident assistance center, should be considered. The 
notification center allows for victims' family members and 
loved ones to be staged in a location removed from operations 
in 01-der to receive timely and accurate infixmation regarding 
victims and location of casualties if sent to a health care facility 
and to be reunified quickly with the uninjured who are deliv
ered to the notification center. Unified command should 
consider preparing separate areas for victims to stage out of 
view from the public gathering at these locations. 

The creation of a notification cente1- should have a process 
to identify possible victims and wimesses during intake who 
might need to provide incident-related information to law 
enforcement. The establishment of a unifonn statistical data 
collection process, in coordination with the primary agencies, 
should be considered to track outreach and services delivered. 
This data is often useful after the incident when conducting 
needs assessments and applying for grant funding. 

A.20.2.3.7.l This will allow for family members to be staged in 
a location removed from operations in order to receive timely 
and accurate information regarding casualties and location of 
casualties if sent to a medical facility and to be reunified 
quickly with the unirtjured who are delivered to the reunifica
tion and notification center. The location should also take into 
consideration the media that will arrive and the possible need 
to shield victims and victim families from the cameras. Unified 
command should consider preparing separate areas for victims 
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to stage out of view from the public gathering at these loca
tions. 

A.20.2.3.8 A team might additionally include victim advocates, 
mental health professionals, crisis counselors, and faith or spiri
tual leaders whose members are trained in notification. The 
FBI offers a free online u·aining on the proper protocol for 
death notification, which is available at www.fui.gov/news/ 
stories/death-notification-with-compassion. 

A.20.2.3.8.2 Other trained entities can include clinicians in 
the health care setting communicating to families, loved ones, 
or next of kin. This is based on � and regulato1·y practice. 

A.20.2.3.11 Individuals could have additional needs before, 
during, and after an incident in functional areas, including, 
but not limited to, the following: 

( 1 )  Maintaining independence 
(2) Communication 
(3) Transportation 
(4) Supervision 
(5) Medical care 

The following List is a group of individuals who should not 
be overlooked and could have unique needs following an 
ASHE incident: 

( 1 )  Children and youth 
(2) First 1·esponders 
(3) Tribal communities 
( 4) Elder populations 
(5) Individuals with disabilities 
(6) Individuals who are deaf or hard of hearing 
(7) Individuals with limited English proficiency 
(8) High-1-isk populations 
(9) Lesbian, gay, bisel\.'Ual, transgender, and questioning 

(LGBTQ) populations 
(10) Military veterans 
( 1 1 )  Underserved and socially isolated populations including, 

but not limited to, those historically underserved due to 
race, socio-economic status, disability, or sexual orienta
tion 

(12) Foreign nationals (see State Department's Consular 
Notification and Access Manual in Annex D) 

(13) Undocumented populations 
(14) Individuals with religious and spiritual affiliations 
( 15) Other specialized populations 

A.20.3 Early recovery typically lasts from the 24- to 48-hour 
mark post-incident until one or two weeks. 

'i\lhen u·ansitioning from a notification center to an incident 
assistance center, it is best practices to close the notification 
center on a Friday evening, maintain a staff over the weekend, 
and open the incident assistance center on the following 
Monday morning. 

The incident assistance center was formerly known as the 
family assistance center. 

A.20.3.1(9) Victim advocacy, assistance, and services should 
include but not be limited to the following: 

( 1 )  Temporary housing and infrastruct ure repairs 
(2) Area re-entry and belongings recovery 
(3) Personal property replacement 
( 4) Transportation or vehicle replacement assistance 
(5) Replacement of job-related tools and specialized/protec

tive clothing 
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(6) Moving and storage assistance 
(7) Legal assistance 
(8) Insurance claims assistance 
(9) Employment-related assistance 

(10) Food replacement 
( 1 1 )  Assistance t o  mitigate against the effects, including vicar

ious, of future events 
(12) Medical, dental, and mental health services 
(13) Information regarding additional near- and long-term 

victim services 

A.20.3.2 An IAC is intended to serve a variety of victims, to 
include those psychologically or vicariously traumatized, and 
not just families. 

A.20.3.2.1 The term permissable infvrmation is used because 
some information cannot be shared, such as information rele
vant to a crime or investigation and personal medical informa
tion, which is confidential. 

A.20.3.2.1(9) The medical examiner or coroner's role at d1e 
IAC includes gathering antemortem data (via the notification 
center) and notifying the next of kin regarding the deceased. 
Placing the medical examiner or coroner at the IAC can allevi
ate the number of family members and victims arriving to other 
locations, as well as approaching the medical examiner or coro
ner's office. 

A.20.3.2.1(10) The discussion about memorial events should 
consider the conununity's needs, its desire for annual memo
rial services, and the potential impacts of media coverage. The 
needs and desires of victims versus those of the community 
should be determined. Organizers should be aware that a spon
taneous memorial event could emerge in the community even 
if a formal, organized memorial service is not planned. A 
memorial plan rnight not preclude a spontaneous event. 

A.20.3.3.3 These could include planned or spontaneous 
protests, rallies, vigils, and dignitary visits. 

A.20.3.3.4(4)(d) Health care facility post-incident security 
plans should provide guidance for threat security, victim secur
ity, and health care facility and infrastructure security. 

A.20.3.3.7.2 If there is a need to separnte volunteers, includ
ing spontaneous, from the victims initially, then the volunteer 
reception center might need to be located away from the notifi
cation center, and late1� the incident assistance center. 

A.20.3.3.7.6 Input from the victims and their families should 
be elicited prior to the designation and distribution of funding 
and donated goods during the decision-making process. 

A.20.3.3.7.7 This su·ategy could include the creation of a 
donations management database to help collect, track, 
disbtll'se, and acknowledge monetary and nonmonetary dona
tions. This strategy should be reviewed during the response 
phase to identify any necessary modifications arising from 
emerging and unanticipated needs, including community and 
victim needs. 

A.20.3.3.7.8 Multiple sites could be necessary to receive, store, 
stage, and distribute donations. Donations, especially mone
tary, should be broadly dedicated toward victim services and 
recovery efforts rather than narrow and specific. 

If a wa1·ehouse(s) is necessary, then state-level and/or private 
sector contract hauler transportation resources should be iden
tified in order to secure appropriate cargo vehicles and drivers. 
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A.20.3.3.7.9 For more information, see the FEMA toolkit at 
lmps://www.fema.gov/media-Library/assets/documents/ 
32282. 

Samples of volunteer and donation agreements can be 
found at the following web sites: 

( 1) http:/ I ema.ohio.gov /Documen t5/0hio_EOP I 
ESF _6_Tab_C_ VolunteerManagementSupportPlan.pdf 

(2) http:/ /ema.ohio.gov/Documents/Ohio_EOP I 
EOP _ Ove1view /ESF7 _DONATIONS_MANAGE
MENT _SUPPORT_PLAN_TAB_A. pdf 

A.20.3.3.7.10 Communications and messaging on donations 
should reflect the diverse ways that funds and items can be 
used. 

A.20.4.1 Specific to the incident, continued recovery is likely 
in the period t\vo weeks to one month after the incident and is 
extended as needed by months, years, and possibly decades. 

A.20.4.2 This could require a victim assistance liaison or advo
cate. 

A.20.4.2.1 In some instances, a law enforcement officer has 
been assigned to each affected family to serve as the single 
point of contact for victim se1vice information and media 
i-equest5. Victims and families should be notified as to their 
rights with the media, which should be publically posted as 
well. 

For a sample victim liaison job description go to the OVC 
victim toolkit: https:/ /www.ovc.gov/pubs/mvt-toolkit/ 
Sample_SampleVictimLiaisonJobDescription.pdf. 

A.20.4.2.2 This can include assistance with death certificates, 
autopsy reports and information, and other documentation for 
legal needs and benefits. 

A.20.4.2.4 This process should be proactive and managed by 
individuals or organizations that have a su-ong w1derstanding 
and experience in post-incident recovery systems. This process 
should ensure that clinicians and service providers are licensed 
and trained with experience in ASHE incidents. 

A.20.4.2.5 The IAC can transition to a CRC depending on the 
natw-e/scope of the event. CRC leaders should be awa1-e that 
not all direct victims might want to participate. 

The CRC can engage a holistic approach, which can include 
diverse faith N spiritual healing practices, to support smvivors 
and swviving family members in the long term. It should be 
remembered that not all victims are religious or spiritttal. The 
emotional and psychological needs of the community should 
be met by providing mental health support, counseling, screen
ing, and treatment. The potential for increased risk of 
substance, physical, sexual, and emotional abuse should be 
addressed. 

A.20.4.3.1 For example, the Behavioral Health Assistance 
Program (BHAP) through the National Fallen Firefighter 
Foundation is a comprehensive, integrated, multicomponent, 
systematic program for firefighter mental health/wellness and 
crisis intervention. Additional support is provided through 
CISM, chaplain programs, peer to peer, clinical response 
teams, therapy animals, and others. 
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A.20.4.3.2 Those who have experienced trauma directly or 
vicariously are likely to have recovery needs. 

A.20.4.5.1 This could additionally include adjudication and 
pri.5oner stattts (e.g., prisoner location post-conviction, parole
related issues), victim's right to be present at o-ial, victim's right 
to be heard, victim's right to swift and fair resolution, victim's 
right to be informed, and victim's right to safety and protection 
of privacy. Information should be provided in lieu of trial if a 
trial does not occur. 

Next of kin during medicolegal death investigations will 
have special needs. For more information, see "Principles for 
Communicating with Next of Kin during Medicolegal Death 
Investigations" from the Scientific Working Group for Medico
legal Death Investigation. 

A.20.4.7 Affected populations might need specialized resour
ces and/or case management assistance. This can be part of a 
victim assistance response plan assessment by primat)' agencies. 

A.20.4.8 Annex C contains detailed guidance on developing 
an AAR. 

A.20.4.8.1 If possible, victims and families should receive the 
AAR and other incident information prior to release to the 
general public. 

A.20.4.9 Examples of infrastructure and facilities include, but 
are not limited to, the following: 

( 1 )  Health, medical, and dental 
(2) Logistics 
(3) Sanitat)' 
(4) Human 1-esources to continue operations and support 

continued recovery efforts 
(5) Replacement and repair of facilities damaged by the 

event 
(6) Restoration of the supply chain 
(7) Provision of temporary housing/interim housing 
(8) Repairing property 
(9) Natural and cultural resources 

Annex B Laws, Regulations, Consensus Standards, and 
Guidance Documents 

This annex is not a part of the requirements of this NFPA document 
but is included for informational purposes only. 

B.l Scope. This annex applies to those organizations and 
jurisdictions responsible for organizing, managing, and sustain
ing an ASHER program. 

B.1.1 Laws are enacted by legislative action of governmental 
bodies such as Congress, individual states, and local govern
ment. Laws typically provide broad goals and objectives, set 
mandatot)' dates for compliance, and establish penalties for 
noncompliance. 

B.1.2 Regulations are official rules created by government 
agencies that detail how something should be done. 

B.1.3 A consensus standard is a standard that has been adop
ted and promulgated by a nationally recognized standards
producing organization under procedures whereby it can be 
determined that persons interested and affected by the scope 
or provisions of the standard have reached substantial agree
ment on its adoption, it was formulated in a manner that affor-
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ded an oppornmity for diverse views to be considered, and it 
has been designated as such. 

B.2 Purpose. This annex is provided as a law and regulation 
reference point for programs that are developing an ASHER 
Program. 

B.3 Laws. The following federal laws are applicable to the 
management of active shooter/hostile events: 

( 1 )  Public Law 81-920, as amended, the Federal Civil 
Defense Act of 1950 

(2) Public Law 83-703, as amended, the Atomic Ene1-gy Act 
of l954 

(3) Public Law 93-288, as amended, the Robert T. Stafford 
Disaster Relief and Emergency Assistance Act 

(4) The Cooperative Foresu-y Assistance Act, 16 U.S.C. §§ 
2101-21 14, of l 978 

(5) Public Law 99-499, the Superfund Amendments and 
Reauthorization Act of 1986 

(6) Public Law 106-390, the Disaster Mitigation Act of 2000 
(7) Public Law 107-56, the USA Pau-iot Act of 2001 
(8) Public Law 107-188, the Public Health Security and 

Bioterrorism Preparedness and Response Act of 2002 
(9) Public Law 107-296, the Homeland Security Act of 2002 

(10) The Animal Health Protection Act (AHPA), 7 U.S.C. 
8310, of 2002 

( 1 1 )  The National Oil and Hazardous Substance Pollution 
Contingency Plan (NCP), 40 CFR § 300, of 2006 

(12) Public Law 109-295, a� amended, the Department of 
Homeland Security Appropriations Act of 2006 

(13) Public Law 109-295, Post Katrina Emergency Manage
ment Reform Act (PKEMRA) of 2006 

(14) Public Law 84-99, Flood Conu-ol and Coastal Emergen-
cies Act of 2007 

(15) The Economy Act, 31 U.S.C. §§ 1535-1536, of2007 
(16) The Restoration Act, 10 U.S.C. §§ 331-335, of2007 
(17) The Small Business Act, 15 U.S.C. §§ 631-65le ,  of2007 
(18) The Office of Federal Procurement Policy Act, 41 U.S.C. 

§ 428a, of 2007 
(19) Defense Against Weapons of Mass Destruction Act, 50 

U.S.C. §§ 2301-2368, of2007 
(20) The Comprehensive Environmental Response, Compen

sation, and Liability Act, 42 U.S.C. §§ 9601-9675, of2007 
(21) The Public Health Services Act, 42 U.S.C. § 201, et seq., 

of2007 
(22) 41 CFR 102-74.230 through 102-74.260 
(23) Title 34/Subtitle I/Chapter 101/Subchapter XVI/§ 

10381 
(24) Public Law 1 12-265, The Investigative Assistance for 

Violent Crimes Act of 2012. 
(25) Americans with Disabilities Act (ADA), 42 U.S.C. §§ 

12101 

B.4 NFPA Standards. This subsection contains a partial list of 
NFPA standards. To determine if other NFPA standa1-ds apply, 
review the complete list of NFPA standards at nfpa.org/ codes
and-standards. 

B.4.1 NFPA 99 addresses emergency management for health 
care faciHties and Chapter 13 addresses security management 
for health care facilities. 

B.4.2 NFPA 101 establishes the construction and design 
requirements for facility's preparedness. 

B.4.3 NFPA 472 provides a framework by which an organiza
tion can meet the requirements of the OSHA HAZv\IHOPER 

2021 Edition 

regulation. By meeting this standard, compliance with OSHA 
1910.120 is met or exceeded. 

B.4.4 NFPA 473 identifies the levels of competence required 
of EMS personnel who respond to incidents involving hazard
ous materials or weapons of mass destruction (vVMD) . 

B.4.5 NFPA 1500 contains minimum requirement5 for a fire 
service-related safety and health program. Items covered 
include PPE, staffing, medical requirements, and physical 
requirements. 

B.4.6 NFPA 1561 contains minimum requirements for the 
incident command system. 

B.4.7 NFPA 1582 provides guidance on annual physicals for 
fire fighters and members of hazardous materials response 
teams. 

B.4.8 NFPA 1600 contains the requirements for continuity of 
operations 

B.5 Guidance Documents. 

B.5.1 General. Guidance documents are publications typically 
prepared by regulatory agencies that provide insu-uctions to 
establish the agencies' expectations. 

B.5.2 National Response Framework (NRF). The NRF is a 
comprehensive how-to guide that spells out how the nation 
should conduct an all-hazard 1-esponse. It is intended to 
caprnre all levels of government and all incident levels. Local 
plans feed into state plans, which feed into the NRF. Its use 
during a federally declared disaster is requit-ed by the Stafford 
Act. 

B.5.2.1 Resource typing is the categorization and description 
of resources that are exchanged in disaste1·s via murnal aid, by 
capacity and/or capability, for the purpose of ordering and 
tracking resources. 

B.5.3 Presidential Directives. The following directives relate 
to the federal preparedness and response expectations for 
ASHER incidents: 

(1) Homeland Security Presidential Directive 3, Homeland 
Security Advisory System, March 1 1 ,  2002 

(2) Homeland Security Presidential Directive 5, Management 
of Domestic Incidents, February 28, 2003 

(3) Homeland Security Presidential Directive 7, Critical lnfra
su-ucnire Identification, Prio1-itization and Protection, 
December 17, 2003 

(4) Homeland Security Presidential Directive 8, National 
Prepa1-edness, December 17, 2003 

(5) Homeland Security Presidential Directive 15, United 
States Policy and Strategy in the War on Terror, March 
2006 

(6) Homeland Security Presidential Directive 20, National 
Continuity Policy, May 9, 2007 

(7) Homeland Security Presidential Directive 2 1 ,  Public 
Health and Medical Preparedness, October 18, 2007 

(8) Presidential Decision Directive 39, U.S. Policy on Coun
terterrorism,June 21,  1995 

(9) Presidential Decision Directive 62, Combating Terrorism, 
May22, 1998 
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Annex C Recommended Information to Collect in After 
Action Reports for Active Shooter 

17iis annex is not a part of the requirements of this NFPA document 
{rut is included for informational puiposes only. 

C.l Scope. This AAR annex provides minimum guidance for 
AHJs to use after an ASHE incident and should be an assembly 
of data from all the disciplines and organizations that provided 
material support to d1e planning, response, and recovery after 
ilie ASHE incident. 

C.1.1 It is understood that there can be limitations in sha1-ing 
information due to investigations, litigation, laws, or other 
concerns related to me event. 

C.1.2 This annex is not intended for liability or accountability, 
rather it should be used to improve preparedness for the AHJs 
involved and other communities who are trying to learn from 
me lessons of me event. 

C.2 Purpose. The purpose of an AAR is to collect appropri
ate, pertinent, and actionable information and data related to 
all aspects of an ASHE. 

C.2.1 The AAR should be a comprehensive document d1at 
highlights me facts surrounding an event and identifies me 
strengilis and weaknesses of the planning, response, and recov
ery for the purpose of future improvement recommendations. 

C.2.2 The document should be objective, void of politiciza
tion, and readily available to the first responder agencies 
involved in the event in a timely fashion. 

C.2.3 It is never the purpose of an AAR to assign blame. 

C.3 AAR Process and Intent. 

C.3.1 The first step in preparing an AAR is selecting a team 
that is of a multidisciplinary nanire and well versed in any 
applicable policies, procedures, mies, regitlations, and laws. 

C.3.2 Developing an AAR should be a multidisciplinary proc
ess involving all levels of those involved in me event, from the 
initial responders to incident commanders, to iliose involved in 
associated offsite operations, to senior positions up to and 
including me political leadership of me jurisdiction(s). 

C.3.3 When possible, AARs should be completed by independ
ent parties who can take an unbiased view of me AHJ's 
response. 

C.3.4 The 1-eviewers should be committed to institutional 
learning, be knowledgeable in public safety and agency 
response policy and practice, and understand the nuances of 
pending c1-iminal and civil legal proceedings. 

C.3.5 An AAR is not designed or intended to interfere with a 
criminal investigation, nor should lessons learned imply any 
level of liability. 

C.3.6 The completion of the AAR should not be impeded by 
the possibility or reality of a criminal investigation. 

C.4 AAR Distribution and Information Sharing. 

C.4.1 AHJs should to the fullest extent possible while in 
accordance with state law, make the findings of an AAR public. 

C.4.1.1 AARs should be used by other Alfj's to assist in plan
ning and revising ilieir own preparedness, response, training, 
recovery, policies, and procedures. 
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C.4.1.2 The AAR should be used in developing or enhancing 
fontre best prnctices and 1-esearch. 

C.4.1.3 Should it not be possible to release a single report to 
all audiences at ilie same time, incremental and limited release 
also has value. 

C.4.2 The standardization and sharing of data, lessons 
learned, and recommendations following an ASHE incident 
will assist wiili fundamental information collection priorities. 

C.4.2.1 Standardization of data will assist wiili determining 
future capabilities or functional priori ties. 

C.4.2.2 The collection of ol�ective data that is clearly, 
uniformly, and commonly defined should improve future 
response objectives and standards. 

C.5 Information and Data Collection Points. In order to 
review incidents and be able to compare iliem across disci
plines and jurisdictions, me following section should serve as a 
baseline set of data points and questions to ask during ilie AAR 
process. 

C.5.1 The following minimum data and information should 
be collected about ilie AHJ in which the incident occurred: 

( 1 )  Describe ilie community where the event took place. 
(2) Describe d1e agencies and organizations involved in ilie 

event response. 
(3) Did the jurisdiction have an integrated capability to 

respond to an ASHE? 
(4) V1That resources, plans, personnel, supplies, and training 

were in place in order to manage an ASHE incident prior 
to d1e event? 

(5) Did me community have an ASHER program using me 
principals of NFPA 3000? 

C.5.2 Location Information. The following minimum data 
and information should be collected about the location of the 
incident: 

( 1 )  Did the location have an ASHER program? 
(2) What was the design, capacity, or layout of the facility? 
(3) Was ilie public at the location given instruction, u·aining, 

or oilier resources and capabilities prior to or during me 
incident? 

(4) How many occupants self-evacuated? 
(5) \<\That security capabilities were used to improve life safety 

outcomes? (capabilities identified in the risk assessment) 

C.5.3 Incident Information. The following minimwn data 
and information shottld be collected about the incident: 

( 1 )  \<\That weapons and tactics we1-e used by me perpetra
tor(s)? 

(2) What is ilie physical and psychological profile of the 
perpetrator(s)? 

(3) Were the perpetrator(s) previously known to law enforce
ment? 

(4) Was mere any previously exhibited suspicious or threaten
ing behavior towards neighbors/coworkers/etc. mat was 
not reported to law enforcement? 

(5) We1-e there any od1e1- indicators prior to ilie event? 
(6) Was me incident a potential "copycat"? 
(7) What was me outcome of the incident? 

C.5.4 Initial Incident Response. The following minimum data 
and information should be collected about me response to the 
incident: 
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( 1 )  vVhat was the timeline of events (use Chapter 1 1  for refer-
ence)? 

(2) What resources were utilized to manage the incident? 
(3) How were resources distributed to the incident? 
( 4) VVhat equipment was used to manage this response and 

how was it deployed? 
(5) \1\That plans, policies, and procedures were used to 

manage the incident? 

C.5.5 Tactical Operations. The following minimum data and 
information should be collected about tactical operations at 
the incident: 

( 1 )  vVhat resources were used to initially engage the threat? 
(2) What was the time that the threat was detei-mined to be 

stopped and how was this accomplished? 
(3) Were any devices or tactics used by the perpetrator(s) to 

impede or thwart tactical operations? 
( 4) \1\lhat aspects of training (if applicable) were most benefi

cial and least beneficial to individual/team performance? 
(5) Did tactical operations u-ansition to another fwICtion 

once the threat was stopped? 

C.5.6 Command and Control. The following minimum data 
and information should be collected about command and 
control during the incident: 

( 1 )  Was unified command established according to Chap
ter 8? How was this accomplished? 

(2) \!\That aspects of training (if applicable) were most benefi
cial and least beneficial to unified command perform
ance? 

(3) \!\That agencies were initially part of the unified 
command? Were additional agencies added and when? 

( 4) V1lhat aspects of unified command enhanced incident 
response? 

(5) Were there any challenges to unified command, and how 
did they impact the overall response? 

(6) Was a recovery coordinator appointed during the initial 
pha5es of the incident? 

C.5.7 Communications. The following minimum data and 
information should be collected about communications among 
responders and dispatch at the incident: 

( 1 )  Did the responders have the ability to monitor and 
communicate with each other over dedicated or intero
perable radio channels during the early phases of the 
incident? 

(2) Was it possible to communicate between disciplines and 
health care facilities? 

(3) Was the communications center able to communicate 
with all responding agencies? 

(4) Were there any disruptions to communications such as 
issues with internet or the ability to call out? 

(5) VVhat other agencies, resources, or functions wei-e 
connected via communications with responders at the 
incident? 

C.5.8 Public Information. The following minimum data and 
information should be collected about public information shar
ing for incident: 

( 1 )  \!\Tho was assigned t o  oversee all external communica
tions? 

(2) \!\Tho was the spokesperson for the incident for the 
media and the public? 

(3) Who was the spokesperson for elected/appointed offi
cials? 
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( 4) Were emergency notification systems used to distribute 
information early in the incident? If so, when, through 
what means, and were desired outcomes achieved? 

(5) How were multiple agency PIOs coordinated? Were 
thei-e challenges to maintaining a singular message? 

(6) Was there a central social media account for all outward 
facing communications? If so, which platforms were 
used? 

(7) Was public social media monitored? Did this effect 
response and management of the incident? 

(8) Was a different resource, such as a website, used to 
provide a single source of trusted information? If so, 
what was the resource? 

(9) Did victims and families receive information pi-ior to the 
general public? 

(10) What other public information and communication 
plans wei-e used and what was their effectiveness? 

C.5.9 On-Scene Medical Response. The following minimum 
data and information should be collected about on-scene medi
cal operations at the incident: 

( 1 )  Did the public provide medical care prior to responders 
arriving and during the response? If so, what was done 
and what resources were used to do this? 

(2) What warm zone care tactics were utilized? 
(3) Was care provided by LE prioi- to arrival of the fire service 

and EMS into the warm zone? 
(4) Was CCP established? Was it necessary? 
(5) Did anything impede responders from following local 

policy, plans, and protocols? If so, how was this 
addressed? 

(6) What medical equipment was used at the scene? 
(7) What was the number of dead and wounded identified at 

the scene? 
(8) \!\That were the wounding patterns for both the injured 

and dead? 
(9) Were there responder irtjuries and if so, how were they 

cai-ed for? 

C.5.10 Patient Transport. The following minimum data and 
information should be collected about patients u-ansported 
from the incident in order to receive additional medical care: 

( 1 )  \!\That kinds of transport resources were used? \!\That meth-
ods were used to acquii-e them? 

(2) Were receiving facilities able to communicate with 
responders? If so, what information was being shared and 
by what means? 

(3) How were injured (or noninjured) victims who did not 
require transport to a treating facility identified and 
u-acked? 

(4) \!\That plans, policies, and procedures were used to trans
port and account for patients? \!\That were the outcomes 
of those efforts? 

(5) Were multiple patients transported within a single 
resource? 

C.5. 1 1  Receiving Facilities. 

( 1 )  Were receiving facilities notified of incoming patients in 
advance of the fit-st arrival? 

(2) Was there sufficient capacity to accommodate the u-ans
ported patients? 

(3) \!\That were the types and levels of the receiving facilities? 
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( 4) Were there irijured who self-transported to any treating 
facilities? '"'ere they cross-referenced with on-scene 
tracking to ensure all injured victims were accounted 
for? 

(5) Was there a patient tracking system utilized? Was this 
coordinated with on-scene response? 

(6) Were any responder resources deployed to a5sist treating 
facilities? 

(7) Were any treating facility resources deployed to the 
scene? 

(8) Did the u·eating facilities have all the supplies and 
resources required to adequately respond to the incom
ing patients? If not, why? 

(9) Were there any challenges with receiving patient infor
mation and securing needed supplies and equipment? 

(10) Was there any redistribution of patients from the u·eat
ing facility and how was that process managed? 

( 1 1 )  Were the treating facilities able to communicate and 
share information with the notification center? 

C.5.12 Victim Information/ Assistance. The following mm1-
mum data and information should be collected about incident 
related victim's information and assistance: 

( 1 )  Did the AH] have an existing plan in place for notifica
tion and reunification? 

(2) Were local and state victim-witness specialists and 
Victims of Crime Act (VOCA) adminisu·ators involved? 

(3) At what point was a notification center established? Was 
it during response or after the end of tactical opera
tions? How was the center managed? 

(4) What resources were deployed to and what services were 
available at the center? 

(5) What process was used for checking victims, families, 
and care providers in and out of the center? 

(6) How many individuals sought services, and what services 
were provided? 

(7) How were donations and volunteers managed? 
(8) 'What process was followed for death notifications? 
(9) Was a PIO, liaison, navigator, or advocate assigned to 

each impacted family? 
(10) At what point did the center close or u·ansition to an 

incident assistance center? 

C.5.13 Witness Management. 

( l )  How were witnesses identified and tracked? 
(2) Where did witness interviews take place? 
(3) v\That was the interview process? 

C.5.14 Recovery. The minimum data and information listed 
in C.5.14.1 through C.5.14.4 should be collected about recov
ery from the incident. 

C.5.14. l Responder Wellness. 

( 1 )  'What services were available to fit·st responders prior to 
the incident? 

(2) What additional services were provided to responders in 
the aftermath of the incident? How were they identified 
and vetted? 

(3) V\That methods of behavioral health a5sistance programs 
were offered and at what point? What we1·e the utilization 
rates? 

(4) How long were responders on duty as a result of the inci
dent? 

(5) \i\That other services were made available to responders 
and their families and how were they promoted? 
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(6) V\That services were required versus optional as part of 
1·eturning to duty? 

(7) How long were incident-related services made available to 
responders? 

(8) Were there responders that did not return to duty or 
required reasonable accommodation as a result of the 
incident? 

C.5.14.2 Crime Scene Management. 

( 1 )  V\Tho was i n  charge of crime scene mitigation, to include 
crime scene clean-up and returning of belongings? 

(2) \!\That process was followed for the returning of belong
ings? 

(3) How long was the crime scene 1·estricted from rettu-ning 
to normal use, if at all? 

( 4) Was there any impact to business, communities, and serv
ices, proximate to the crime scene? If so how long unti l  
they could return to normal operation, if at all? What was 
the economic impact? 

C.5.14.3 Incident Assistance Center (IAC). 

( 1 )  How was the IAC managed? 
(2) V\That resources were deployed to the IAC? 
(3) How many individuals sought se1vices and what se1vices 

were provided? 
( 4) What process was used to checking victims, famWes, and 

care providers in and out of the IAC? 
(5) At what point did the IAC close or transition to a resil

iency center? 
(6) \!\That plans, policies, and procedures were used to 

manage the IAC? V\That was their level of effectiveness and 
were there any lessons learned? 

C.5.14.4 Long-Term Resiliency Operations. 

( 1 )  What long-tenn support to victims and families was and is 
planned? 

(2) If a transition occurred, at what point was a resiliency 
center established? 

(3) \i\Tho was and is d1e resiliency center manage? 
(4) \i\That resources were deployed to the resiliency center? 
(5) V\That process was used for checking victims, families, and 

care providers in and out of the resiliency center? 
(6) Is there a plan for tracking center utilization rates? If so, 

what a1·e the rntes? 
(7) Was there a post-incident assessment of ongoing or unex

pected needs? Is d1ere a needs gap for recovery? 
(8) Will there be or have the1·e been grant applications for 

supplemental funding for assistance and compensation 
with respect to response and recovery? 

Annex D Informational References 

D.l Referenced Publications. The document5 or ponions 
thereof listed in this annex are referenced within the informac 
tional sections of this standard and are not part of the require
ments of this document unless also listed in Chapter 2 for 
other reasons. 

D.1.1 NFPA Publications. National Fire Protection Associa
tion, 1 Batteryrnarch Park, Quincy, MA 02169-7471 .  

NFPA 7P, National Fire Alarm and Signaling CodP, 2019 
edition. 

NFPA 99, Health Care Facilities Code, 2021 edition. 
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NFPA 101®, Life Safety Code, 2021 edition. 
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MateiiaLs/V\!eapons of Mass Destruction Incidents, 2018 edition. 

NFPA 473, Standard for Competencies for EMS Personnel Respond
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2018 edition. 

NFPA 730, Guide for Premises Security, 2020 edition. 
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Personnel Professional Qualifications, 2018 edition. 
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Destruction Emergency Response Personnel Professional Qualifications, 
2017 edition. 

NFPA 1221, Standard for the Installation, Maintenance, and Use 
of E'me1gency Services Communications Systems, 2019 edition. 

NFPA 1500™, Standard on Fzre Department Occupational Safety, 
Health, and Wellness Program, 2020 edition. 

NFPA 1561, Standard on Emergency Services Incident Manage
ment System and Cmmnand Safety, 2020 edition. 

NFPA 1582, Standard on Comprehensive Occupational Medical 
Progrmnfor Fire Departments, 2018 edition. 

NFPA 160(Ji', Standard on Continui ty, Eme1gency, and Crisis 
Management, 2019 edition. 

NFPA 1620, Standard for Pre-Incident Planning, 2020 edition. 
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ASIS Standard for Risk Assessments. 

Catalog of Federal Domestic Assistance (CFDA). 

CF AI Risk Assessment Manual. 

C-TECC Tactical Emergency Casualty Care (TECC) Guide
lines for First Responders with a Duty to A ct, 201 7. 

C-TECC Tactical Emergency Casualty Care (TECC) Guide
lines for BLS/ ALS Medical Providers, 201 7. 

FEMA CPG 201. 

FEMA 51 7, Basic Guidance for Public Information Officers ( P!Os), 
National Incident Management System (NIMS), 2015. 

FEMA Lesson 5: Public Information During the Incident, 
National Incident Management System. 

FEMA toolkit at https:/ /www.fema.gov/media-library/ 
assets/documents/32282. 

FBI Mass Fatality Incident Family Assistance Operations 
Recommended Strategies for Local and State Agencies, 
https://www.ntsb.gov/tda/TDADocuments/Mass%20Fatality 
%20Incident%20Family%20Assistance%200perations.pdf. 

ISO/IEC 31010:2019. 

Job Aid: Public Information Staffing and Skills Checklist, 
National Incident Management System. 

OSHA 1910. 120. 
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PASS guidelines. 

"Principles for Communicating with Next of Kin during 
Medicolegal Death Investigations" from the Scientific Working 
Group for Medicolegal Death Investigation. 

ema.ohio.gov/Documents/Ohio_EOP I 
ESF _6_ Tab_C_ Volu nteerManagementSupportPlan.pclf. 

ema.ohio.gov/Documents/Ohio_EOP /EOP _Overview/ 
ESF7 _DONATIONS_MANAGE-
MENT_SUPPORT _pLAN_TAB_A. pdf. 

regu I atio nspo Ii cies. usf. edu/ po I icies-an cl-procedures/ pdfS/ 
policy-6-002-bomb-threat-stand-off-chart-a.pdf. 

www.cisa.gov. 

www.community.fema.gov/until-he! p-arrives. 

www.dhs.gov I stopthebleed. 

www.dhs.gov I sites/ defaul t/fi Jes/ pub Ii cations/ active-shooter
pam phlet-2017-508. pelf. 

www.ems.gov/nemsac/dec2013/FICEMS-MUCC
lmplementation-Plan.pdf. 

www.fbi.gov I news/ stories/death-notification-with
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www.nij.gov/topics/technology/body-armor/Pages/ 
compliant-ballistic-armor.aspx. 

www.ovc.gov/pubs/mvt-toolkit/Sample_SampleVictimLiai
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www. passk 12. o rg. 

youn1.be/R85mWoCBR50. 

D.2 Informational References. The following documents or 
portions thereof are listed here as informational resources 
only. They are not a part of the requirements of this document. 

NFPA 1521, Standard f&r Fire Department Safety Officer Professio
nal Qualifications, 2020 edition. 

NFPA 1584, Standard on the Rehabilitati&n Process for Members 
Duiing Emergr;ncy Operations and Training Exercises, 2015 edition. 

NFPA 1616, Standard on Mass Evacuation, Sheltering, and Re
entry Programs, 2017 edition. 

C-TECC Tactical Emeigency Casualty Care (TECC) Guidelines for 
Active Bystanders,2020. 

ovc.ncjrs.gov/ncvrw2014/pdf/Conunw1icatingYourMes
sage.pdf. 

trai ning.fema.gov /is/ courseoverview.aspx?code=IS-42. 

travel.state.gov I content/ dam/ travel/ CNAtrainingresour
ces/ CNA %20Man ual %205th %20Edition_Se ptember 
%202018.pdf. 

www.dhs.gov I publication/ i edactive-shoo ter-gu idance-fi rst
respon ders. 

www.dhs.gov/publication/ind-health-and-safety-planning
guide. 

www.dhs.gov/publication/protecting-responders-health
after-w:ide-area-aeroso I-anthrax-attack. 



www.nrt.org/sites/2/files/Updated%20NRT%20JIC 
%20Model_ 4-25- 13. pdf. 

ww·w.ovc.gov I pubs/ mvt-toolki t/Sam ple_PIOLesson
sLearned. pdf. 
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www.victimprovidersmediaguide.com/appendices.html. 

D.3 References for Extracts in Informational Sections. 

NFPA 1616, Standard on Mo.ss Evacuation, Sheltering, and Re
entry Programs, 2017 edition. 
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